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Abstract —A new security primitive for secure applications are required these days. Cap tcha technology solves the most 

security based problems. Captcha as graphical passwords (CaRP) is proposed in this work along with secure upload of 

events and an Improved method of CaRP. We consider an event update application, where security is highly required. CaRP 

addresses a number of security problems altogether, such as online guessing attacks, relay attacks, and, if combined with 

dual-view technologies, shoulder-surfing attacks. CaRP deals only with the security related to authentication, in most of the 

application, only authentication security is not enough, thus we develop a secure event upload model even after CaRP 

authentication. This system offers high security to the authentication and published content Along with an Improved Method 

of CaRP. 
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I. INTRODUCTION 

An Essential job in security is to produce cryptographic primit ives based on hard mathematical problems that are 

computationally inflexib le. Using problems for security, primarily proposed, is an excit ing novel approach. In this model, 

Main remarkab le primitive developed is “Captcha”, that split up humans from bots by giving a challenge, or a puzzle, outside 

the competence of bots however easy to humans.  

 

An innovative security primit ive namely, a novel family of graphical password schemes mixing Captcha technology, that is 

called as Captcha as gRaphical Passwords (CaRP) is Presented. CaRP is click based graphical passwords, in Which an order 

of clicks in a picture is used to develop a password. Contrasting other click-based graphical passwords, images used in CaRP 

are Captcha challenges. 

 

CaRP Provides shelter against on-line lexicon attacks on passwords, that are for lasting a significant security threat for 

numerous on-line services. This threat is widespread and regarded as a prime cyber security risk. Defense against on -line 

lexicon attacks could be an additional delicate drawback than it'd seem. CaRP additionally provides defense from relay 

attacks, associate degree rising threat that avoid entering Captcha, whereby Captcha challenges square measure relayed to 

humans to unravel. CaRP is strong to shoulder-surfing attacks if combined with dual-view technologies. CaRP needs finding 

a Captcha challenge in each login. This inf luence on usability are often lessened by adapting the CaRP image’s problem level 

supported the login history of the account and therefore the machine wont to log in.  

 

In CaRP, a brand new image is produced for each login try, even for a similar user. CaRP uses associate alphabet of graphic 

items (e.g., character set characters, alike animals) to get a CaRP image, that is additionally Captcha challenge. a notewort hy 

dissimilarity among CaRP p ictures & Captcha pictures is that each one graphic items with in a lphabet thought to seem in an 

exceedingly CaRP p icture to permit people to provide any secret however not essentially in an exceedingly Captcha image.  

 

CaRP systems are click based Visual Secret codes. consistent with the memory tasks in memorizing and getting into a 

password, CaRP schemes will be classified into 2 categories: recognition & another brand new class, recognition recall, that 

requests identifying a picture & victimization of accepted items as signals to provide a password. This Scheme combines  the 

tasks of each recognition & cued recall, & holds each recognition based improvement that it is simple to people’s recalling &  

also cued recall benefit of an oversized password space. Exemplary CaRP schemes of every sort are bestowed later.  
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Figure 1.1: Flowchart of basic CaRP authentication.

 [1] 

 

II. GRAPHICAL PASSWORDS 

A great amount of graphical password schemes have been suggested. They can be divided into three categories & They are as 

Below: 

 

2.1.1 Recognition-based scheme  

 

A recognition-based theme needs distinguishing between traps pictorial items belonging to some secret collection. A typical 

theme is Pass faces whereby people selects a collection of faces from some Database in making a secret. throughout 

authentication, panel of contender faces is provided for people to pick the face fitting to his/her collection. This method is 

perennial many rounds, every round with a unique panel. For successful login needs precise choice in every round. Pictures’ 

Set in an exceedingly panel remains identical between sign-ins, however their locations area unit permuted. Story is 

analogous to Passfaces however the pictures within the portfolio area unit ordered, and a user should establish her portfolio  

pictures within the correct order. Déjà Vu is additionally similar however uses an oversized set of laptop generated “random-

art” pictures. psychological feature Authentication needs a user to come up with a route via panel of pictures as follows: 

ranging from the first picture, touching down when the picture is in  his/her collection, otherwise right else. This scheme is 

perennial, on each occurrence with an exclusive panel. Every successful sign -in needs that the accumulative likelihood which 

right answers weren't entered accidentally exceeds a threshold among a given variety of rounds. 

 
Figure 2.1: PassFace Recognition Scheme

[5]
 

2.1.2 Recall-based scheme  

 

This Method Requires people to regenerate identical interface outcome lacking prompting. Draw A Secret (DAS) was the 

primary recall based method projected. People draws his/her password on another grid. This scheme encodes the order of grid 

cells on sketch route as user driven password. Pass -Go increases DAS’s usability by coding the grid joint points instead of 

the grid cells. B-DAS adds background pictures to DAS to inspire peoples to make a lot of complicated passwords.  
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Figure 2.2: Draw-A-Secret Scheme

[5]
 

 

2.1.3 Cued-recall scheme 

 

In this method, some external signal is provided to assist remember & enter the password. PassPoints could be wide 

considered click based cued recall method whereby people clicks a sequence of points anyplace in a picture for making a 

password, and again clicks an alike order for the course of authentication. Cued Click Points (CCP) is analogous to 

PassPoints however uses one image per click, with consecutive image elite by a settled function. Persuasive Cued Click 

Points (PCCP) extends CCP by requiring a user to pick out a degree within a arbitrarily positioned viewport once making a 

password, leading to additional arb itrarily distributed click-po ints during a password. 

 

 
 

Figure 2.3: Cued Click Points Scheme
[5]

 

2.1.4 Comparison 

 

Technique Usability Drawback 

Text based 

Passwords 

Typing alpha numeric password Dict ionary attack, brute force 

search, guess, spyware, shoulder 

surfing. 

Recognition based 

technique 

Choose some pass images from availab le choices.  Requires longer to create than text  

password, creates heavy load on 

database to store many images. 
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Passface technique Recognize and pick the pre-registered face images. Very much predictable, creates 

load of decoy faces on database.  

Convex hu ll 

formed by pass 

objects 

Click inside some region restricted by already 

registered image items. 

Tough to recall while great  

amounts of items are involved.  

Man et-al 

graphical 

password 

Type in the code of pre-registered picture objects  Needs to memorize both picture 

objects and their codes. More 

difficult than text-based password  

Draw a secret Users draw something on a 2D grid  Surveys revealed the drawing 

sequence is difficu lt to remember  

 

Table 2.1 Comparison of Graphical Password Techniques  

 

2.2 Existing System Architecture  

 

 
Figure 2.4: Existing System Architecture  

 

2.3 Drawbacks 

 Between above 3 types, recognition is easiest for human memory  while pure recall is the toughest. Recognition is 

usually the weakest in battling guessing attacks. 
[1]

 

 

 Many proposed recognition-based schemes practically have a password space in the range of 213 to 216 passwords. 

A study reported that a significant portion of passwords of DAS and Pass -Go were successfully broken with 

guessing attacks using dictionaries of 231 to 241 entries, as compared to the full password space of 258 entries.  

 

 Hotspots (spots likely selected in creating passwords) were explo ited to mount successful guessing attacks on 

PassPoints. 

III. AN IMPROVEMENT OVER CaRP 

 

 We implement CaRP(Captcha as gRaphical Passwords), that is click-based graphical passwords, wherever a sequence of 

clicks on a picture is employed to derive a password. CaRP needs finding a Captcha challenge in each login.  

 

 In Advancement of CaRP method, here we use an Algorithm that will provide Security to user in Authentication from 

various attacks such as Brute force attack, Shoulder surfing Attack etc. The A lgorithm works as follows:  

o User Requests to Sign up in System by Providing Details of his/her & a valid  pair of Username & Password and 

Some Number X as Cipher key. 
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o After Successful Signup, he/she is Provided with a grid of captcha images having Random numbers in each 

captcha image. Here user selects some small N number of images having some digit values. Let it be (a1,b1,…). 

o System Encrypts these Numbers to Numbers (a2,b2,..)) by using Cipher Key X as Sequence of operations as 

below: 

 a2=a1+x;  

 b2=b1+a1; & So on. 

o At the time of login, after user puts valid pair of Username & Password, a User is again Prompted with a grid of 

captcha images having Random numbers in each captcha image, which also includes (a 2, b2….). 

o User have to select those captcha images which have (a2, b2...) from the grid to be Authenticated. 

 

 After login, he can able to upload the event along with publisher ID, event category, event ID, event name and date of 

event and event complete description. The event is encrypted using AES (Advanced Encryption Standard) and uploaded 

to the server. This gives security to the published content in the third party server. Once the other users authenticated by 

application, they can decrypt and view the event published by various users.  

 

 
 

Figure 3.1: Proposed Flow chart of Algorithm 

 IV.IMPLEMENTATION RES ULTS  

 

Implementation of this system showed a great way to provide Security to Graphical Passwords & Third -Party Event Module. 

Here are Several Screenshots of the System which provides a better way to visualize the system.  
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Figure 4.1: Sign up Page  

 

First, User is registered with system using Signup process as above, He/she provides Necessary Details and a valid pair of 

Username & Password. And also asked for some secret key that he/she uses for future Security. Let’s say 11  

 

 
 

Figure 4.2: CaRP Method for digit’s Image selection.  

 

After Successful Signup process, user provided with Random Grid of images with digits embedded in each image. user is 

asked to click on 3 images having digits in it to complete CaRP Process. Let’s say user Selected 3 images with Dig its 8, 6, 5. 

Proposed Algorithm is Executed now user have to follow the output of the algorithm.  
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Figure 4.3: Login 

 

At the time of Login, user is prompted to Enter Valid pair of User ID & Passwords that he/she provided at signup time. If 

user is Authenticated, below screen will be prompted to it.  

 

 
 

Figure 4.4: CaRP Method to Authenticate User  

 

At this Stage, user should have its Calcu lated Output values i.e.19, 17, 16 of Algorithm so, user have to click on those 

respected images which have output digits. On above screen. If he/she do so, he/she will be successfully authenticated and 

can access Event upload module. As shown below. 
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Figure 4.5: Events 

 

V. CONCLUS ION AND FUTURE ENHANCEMENT 

 

Graphical Passwords are excit ing new paradigm in the Field of Security. However It made small success implementing it. 

There Exist Many Techniques that are used for Graphical Password Authentication, each have some Pros & Cons. And 

Application Depends on Purpose of the system being applied  on. Even after Success ful login with CaRP, User Events Are 

Vulnerable. Securing These Events is also required. So This Paper Focuses on Enhancing Security on the event transactions. 

And also enhances security in CaRP method by Using Proposed Algorithm.  

 

Future work will be dependent on the information and susceptibility gathered from scanning Results of This system.  If we 

equip our strategy with such highly developed and glassy information our approach can work more efficiently.  In Futurewe 

can even modify the Algorithm equations to various combinations which can Further Improve our Results in Terms of 

Security. 
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