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Abstract—Text Steganography is an emerging technique in the field of Information Exchange. Many Text Steganography
Algorithms have been proposed. This paper provides a practical evaluation of Text Steganography methods/algorithms
like Mixed Case Font, Text Rotation and Font Type with respect to primary parameters like Security, Size, Robustness
and Embedding Capacity. Similarity comparison between cover text i.e. original text or message and Stego text through
Jaro Winkler distance also gives an indication of whether the Stego text can actually embed the text. Text Steganography
Tools are also analyzed and studied with the intention of improving upon the existing tools.
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I. INTRODUCTION (INFORMATION HIDING & STEGANOGRAPHY)

Information Hiding has been practiced in various forms. Steganography, one of the major forms of Information Hiding,
has been prevalent since centuries. Steganography can be classified as given below:

Steganography

Text Images Audio Video
I
Random and
Structural Statistical Linguistic
Genration
Syntatic Semantic

Fig.1 Classification of Steganography.

Natural language cover texts must not only pass the statistical test of automatic analysis, but also the minds of human
readers. Linguistic Steganography is the least focused areas as major focus lies on Digital Watermarking and techniques
of Audio, Video and Image Steganography. Steganography consists of components like secret message to be hidden,
hiding image or text (stego), method to hide text in stego and secret key to decrypt the hidden text.

Text Steganography has much scope as most of the work in this area is still at its infancy. Text Steganography deals with
hiding text in text. The primitive work done include shifting letters within the sentence, applying synonyms, including
spaces in text etc.. Many techniques or algorithms have been suggested and research papers published on Text
Steganography. However most of these papers are not able to prove the practical quantum as the major parameters of
Text Steganography are not satisfactory. The parameters like Security, Size, Robustness and Embedding capacity etc. are
major criteria on which each algorithm should adhere to.
e Security: Security is the property in which a person should be unable to distinguish the original and the stego-
image.
e Size: A major factor to be considered is that the size of the Text/Image should not increase or decrease i.e. the
original image/text size and the image/text should not have a large difference.
¢ Embedding Capacity: The large message should be embedded in such a way that the quality of image is intact and
the size of the Image/Text is not considerably changing.
Capacity Ratio= (Amount of Hidden bytes)
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Size of Cover Text

e Robustness: Refers to the degree of difficulty required to destroy embedded information without destroying the
cover image.

e Similarity Measure: Detection of similarity of Cover text and Stego text can be found by measuring Jaro Winkler
distance. If Jaro Winkler distance is 1, then Cover and Stego text are similar else if distance is 0, then both text are
dissimilar. Jaro Score can be calculated as:

1/3 * (mc/ length (cs) + mc / length (ss) + (mc - t) / mc)

Where, mc is the number of matching characters, cs is the first string, ss is the second string, t is the number of
transpositions.

Jaro-Winkler Distance [21] is:

Jaro_score + (L * p * (1 - Jaro_score)) [22]

where L is the length of the common prefix at the start of the string up to a maximum of 4, P is the constant scaling
factor (usually 0.1 and not more than 0.25)

11. Related Paper Summary:

2.1 Frequency of Letters:

In [1], a technique based on combination of Vedic Numeric Code and frequency of letters in English alphabet is

used. Frequency of letters in English vocabulary is used as basis of assigning numbers to letters in English

alphabet.

The challenges are on two dimensions:

1. To hide a large message, larger number of words is required. e.g. 25 words are required to hide a 13 letter
word.

2. The size of the file changes considerably.

2.2 Word Shift/Line Shift:

In Line Shift method, vertical shifting of Line by a particular angle to hide a 0 or 1 bit. To hide bit 0, a line is
shifted up and to hide bit 1, the line is shifted down.

In Word Shift method, the secret message is hidden by shifting the words horizontally. This method is difficult
to detect as normally it is quite natural to have unequal spacing or distance between words.

2.3 Semantic technique involves substituting synonyms [27] i.e. similar meaning words comprising nouns,
adjectives, verbs etc.. An adjective or a group of adjectives approach [6] containing a particular secret message
which will only be decoded by the intended receiver. At both the sender and the intended receiver they will have
a database or a table mapping a particular adjective or a group of adjectives to a unique secret message that need
to be sent over the unsecured channel.

The greatest challenge in this method is that generating such a database of adjectives is a tedious task.

2.4 In Text Steganography by Hiding Information in Specific Character of Words [17] approach, specific characters
from some particular words are selected to hide the information. e.g. The first character of every alternative
word hides the secret message.

2.5 Inter Word spacing method [2] was proposed to achieve the objective of reducing the size of objects created
using Steganography. Experiments suggest that size reduction of objects is achieved but if the spaces are deleted
then the message will be lost. One of the drawbacks of this method is that any alteration in spacing would leave
this method ineffective.

2.6 Linguistic Steganography by context based  substitution has been suggested [18]. Experiment results of the
blind test demonstrate that the substitution can hardly generate syntax errors or unsuitable words, which implies
the concealment of Steganography. This method has a relatively low embedding bit rate. Work can be extended
to include imperfect filters, incomplete vocabulary, small scale dictionaries and limited training materials.

2.7 The proposed new Steganography method that uses a statistical compression technique called ‘arithmetic
coding’. This method has not been tested for long messages. This method has been tested for short messages
which are proved by results of the experiments. Out of range messages are produced for large messages.

2.8 Text Rotation method is used in Excel to rotate the cell content by 1° if text and -1° if numeric. The cell text
length is the key as if the cell length is 4 or less than 4, detection becomes very hard. If the text length is greater
than 4 then it becomes easier to detect change in Stego text from Cover text.
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Algorithm Pros Cons
Word Spelling Hidden data is not destroyed Spelling mistake will convey wrong
meaning.
Word Shift Difficult to crack as distance between o Prior knowledge of correlation or
words may not be uniform distances method can expose this

way of hiding text.
e Retyping text can remove hidden

message.
Synonym Exact meanings or similar words are Replacing words requires time and
Substitution difficult to find out. effort.
White Steg Spacing between words etc. cannot be Too much use of spacing can lead to

easily detected as it common to have one | suspicion.
or two additional spaces.

Table-1. Pros and Cons of Text Steganography Methods/Approaches

11l. PERFORMANCE ANALYSIS

STEGANOGRAPHY ATTRIBUTES
METHODS DOMAIN | EMBEDDING | ROBUSTNESS IMPERCEPTIBLY INTEGRITY
CAPACITY
Null Spaces Text Low High Low Low
Sﬁgsntci)trrj };irgn Text High Low High Low
Context Based
Equivalent Text Low Low High Low
Substitution
Frequency of Letters Text Low Low Low Low
White Steg Text High Low High Low
Reflection Symmetry Text High High Low Low
T%Eric;;a;;n Text Very High High High High
Mixed Case Font Text Very High High Medium High
Font Type Text Very High High Very High High

Table-2. Comparative Analysis of Text Steganography

On comparison of above Text Steganography methods, it was found that:

i)  Null Spaces was easy to detect and has less embedding capacity. The Jaro Winkler measure was close to 0.8 but
since all the other parameters, this method does not qualify and hence this method cannot be considered effective
method for text Steganography based on the parameters mentioned above.

i) Synonym Substitution has good embedding capacity but can be detected making it less robust.

iii) Context based Equivalent Substitution also has low acceptability on most of the parameters.

iv) Selection of specific characters also does not meet all the required parameters.

v) White Steg has high embedding capacity but has low robustness and Integrity.

vi) Reflection Symmetry has high Embedding capacity but can be detected quite easily.
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Our main comparison is based on the last three methods namely Text Rotation, Mixed Case Font and Font type.

Text Rotation Algorithm [23]:
Embedding Algorithm:
Input: MS Excel document, Limit p, secret bits
Output: stego-text
Body:
For each non-empty cell G do.
Get the selected cell’s length n.
If n < p and secret bit is 1 then
If the type of G is text then Rotate the angle of G to 1°

Else If the type of G is numeric then Rotate the angle of G to -1°.
Output the embedded document.

Extracting Algorithm:

Input: stego-text, Limit p

Output: secret bits

For each non-empty cell G do

Get the selected cell’s length n.

If n <pthen

If the angle of selected cell is 10 or -10 angle then Secret bits = 1.

Else If the angle of selected cell is 0o angle then Secret bits = 0.
Convert the secret bits into ASCII value and Output the secret message.

Criteria Text Rotation
Embedding Capacity Short length text in cells increases the Embedding Capacity.
Invisibility 1° rotation doesn’t make any difference so it is hard to detect through
Human vision. HIGH
Undetectability Hidden effect was relatively poor when limit increases. But if Limit is

less than equal to 4 it gives high Hidden effect. HIGH

Robustness High

Table-3. Detailed Performance Analysis of Text Rotation
Rotation in text is very difficult to detect but as the size of text increases, display of stego-text becomes harder.

Mixed Case Font Algorithm [25]:

Embedding Algorithm:

Input file: Text file T, Secret Message M.

Output file: Stego Text S.
Choose a text file T.
Divide T into letters, T={T1, T2,----- Tn}.
Get the secret message M.
Convert secret messge M into stream of bits b.
Divide b into bits, b={b1, b2,----bn}.
Select Ti from T and bi from b.
IF the bi is ‘one’ then change T; case into capital else change Ti case into small.
Repeat step 6, 7 till the whole b is hidden.
The resultant file will be the stego text S.

Extracting Algorithm:
Get the stego text T, and an empty array S for to store secret bits.
Divide T into letters, T={ T1, T2,----- Tn}.
If Ti case is in capital letter then include bit 1 in Sith index else if Ti case is in small letter then include bit 0 in Sith
index.
Convert the secret bit S into ASCII value to get the secret message.
The resultant message will be the secret message.
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Criteria Mixed Case Font
Embedding This approach will insert one character within each 8 letters. So the
Capacity hiding capacity will be very high compared to other text Steganography
methods.
Invisibility Alteration depends on number of 1 bit in secret bits stream. - MEDIUM

Undetectability

The stego text will attract no attention because it will look like the
“cool fonts” used in chat rooms and presentations

Robustness

Hidden information cannot be destroyed when stego text is enlarged or
reduced - HIGH

Table-4. Performance Analysis of Mixed Case Font
A large volume of information can be embedded in text with comparison to other methods.

Font Type Algorithm [24]:
Embedding Algorithm:

Open cover document, find its type of font.

Scan cover document to find capitals English letters,

compute number of capitals English letters to check the capability of embedding.

For each symbol in secret message.

Retrieve its code.
Change font type of three capitals letters by resembling font array according to its code.

Extracting Algorithm:

Each three capitals letters; determine the code of one hiding symbol.
Open Stego document.

For each three capitals letters.

Determine the code.

If the code is (0, 0, 0), then the end of secret.

Message was reached.

Else find corresponding secret symbol, using code table.

First find the font name of the cover text and then similar font.

In Text Rotation method, there is no change in cover text which means that the Cover and Stego Text are the same. In
this case the Jaro Winkler distance is 1. The embedding capacity in Text Rotation method is 3.25%.

In Mixed Case Font Method, Jaro Winkler Distance is 0.75. Hence this method there is minor difference between Cover
Text and Stego Text. The embedding capacity of Mixed Case Font Method is 10.3%.

In the Font type method, Jaro Winkler distance is 1 as there is no change in the Cover and Stego text. The embedding
capacity percentage of Mixed Case Font Method is app. 2.95%.

Table-5. Performance Analysis of Font Type Method.

Criteria Font Type
Embedding Three characters to hide one character of secret message (one
Capacity symbol in three capitals letters). This method has good
perceptual transparency based on font type’s resemblance. It has
VERY HIGH capacity.
Invisibility Extremely High.

Undetectability

Hidden effect is HIGH since resemblance fonts are used to hide
secret message

Robustness

The stego document will not change during compression,
copying and paste between computer programs, the data hidden
in texts remains intact during these operations. Hence HIGH
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IV. CONCLUSION
This comparative study has been performed based on more than 27 papers in addition to various other hybrid methods
involving a combination of these papers.

Text Rotation Method, Mixed Case Font Method and Font type Method have been considered for detailed performance
analysis. On comparison, the results indicate that Text Rotation and Font type Method are very good as far as similarity
between Jaro Winkler distance is 1 which means that the Cover text and Stego text are similar. However the Embedding
Capacity is approximately around 3.25% and 2.95% which means that large text cannot be embedded.

Mixed Case Font Method has great embedding capacity at 10.3% which means large text can be embedded but Jaro
Winkler distance is 0.75 which means that Cover text and Stego text is not fully similar.

Out of all the text steganography methods, practical experiments have revealed that no algorithm satisfies all the criteria
stated above.

This paper has not taken into consideration Genetic Algorithms, SMS text based algorithms, online credit card based
algorithms and particular regional language based algorithms like Arabic, Tamil, Telegu etc..

V. FUTURE WORK:

Text Steganography Algorithms which satisfy all the above parameters should be suggested and practically implemented
supported by tools like MATLAB, SCILAB etc.. The results obtained should be compared with existing algorithms.

Many new dimensions towards Text Steganography and Steganalysis can be obtained through combination or
improvement of existing algorithms and rigorous testing on parameters like Robustness, Size, Capacity, Integrity and
Vulnerability.
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