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ABSTRACT- The session initiation protocol (SIP) is widely used for controlling multimedia communication session over the
internet protocol. Denial of service attacks are the main concern causing loss of multimedia availability. Its impact ranges
from decreasing of service level to complete loss of service. Effectively detecting a flooding attack to the SIP proxy server is
critical to ensure robust multimedia communication session over the internet. The existing SIP flooding detection schemes
are either anomaly based or misuse based. The anomaly based detection scheme uses Hellinger Distance algorithm (HD),
Cumulative Sum algorithm (CUSUM), Adaptive Threshold algorithm, etc to detect anomaly. The anomaly based scheme can
detect unknown attack it does not need the prior knowledge of the attack, but it generates some false alarm, suffers from
accuracy problem and gives false positive. Similarly the misuse based scheme uses Weighted Sum algorithm (WSUM),
Expression matching method for the detection. These algorithms have high detection accuracy, no false positive but it cannot
detect unknown attack. To overcome problems in both SIP flooding detection schemes a Hybrid detection scheme is
proposed. The proposed Hybrid scheme consist features of both anomaly based scheme and misuse based scheme, and it
gives fast response, increase accuracy of detection and no false alarm.

Keywords- Session initiation protocol, Network security, Anomaly based detection, Misuse based detection.

l. INTRODUCTION

The Session Initiation Protocol (SIP) is an application layer protocol, used for multimedia communication [7]. The
Transport of SIP messages can be carried by transport layer over IP protocols, such as SIP over UDP (User Datagram
Protocol) or TCP (Transmission Control Protocol). SIP is text based, which makes it simpler to understand than most bit
oriented protocols, where knowledge of the significance of each bit position according to the rules and syntax of the defined
protocol is required.

The SIP messages used to establish and terminate sessions are basically INVITE, 200 OK, ACK and BYE [8] as
shown in Figure 1.1. They are also called the SIP methods or attributes. A UAC (User Agent Client) initiates a SIP session by
sending out an INVITE. Intermediate proxies look over the destination SIP address in the message and forward it to the
destined UAS (User Agent Server) who will respond with a 200 OK. An ACK message then finishes the three way
handshake to establish the session and media will go directly between the UAC and the UAS. When the session is finished, it

will be terminated by a BYE message from either of the calling parties.
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Figure 1. SIP Session Establishment

SIP also supports mobile applications [5], which are more flexible applications than others. The protocol was
derived from the Hypertext Transfer Protocol (HTTP), several features of SIP protocol resemble HTTP. SIP is also
implemented in web services and e mail. A full SIP URI (Uniform Resource ldentifier) is shown as SIP URI = SIP

username@ (IP or domain).

1. RELATED WORKS

SIP is designed with open structure due to its openness vulnerable to security attack. The SIP flooding attack is the
most severe attack because it is easy to launch and capable of quickly draining the resources of both network and node. The
attack disrupts perceived quality of service (QoS) and subsequently leads to denial of service (DoS). The existing SIP

flooding detection schemes are either anomaly based or misuse based.

The anomaly based approach builds models that characterize normal behaviors on the network. Alarms are raised if
the observed behaviors significantly deviate from the behaviors estimated by the model. The anomaly based scheme can
detect unknown attack it does not need the prior knowledge of the attack, but it generates some false alarm, suffers from

accuracy problem and bounces false positive.

Likewise the misuse based schemes raise alert if the ongoing traffic patterns match the profiled signatures. It has
high detection accuracy, no false positive but it cannot detect unknown attack, throughput of the system will decreases.
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2.1 SIP Flooding Detection Schemes
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Figure 2.1 SIP Flooding Detection Schemes

2.1.1 Hellinger Distance Algorithm

Hellinger distance is used to find the deviation between two probability distribution [9]. Let P and Q be two
probability distribution on a finite sample space Q where P and Q are N tuples (p1,p2,p3....pn) and (q1,92,93,....qn) then the
HD between P and Q is defined by,

. 1 — 2
DZ(P,Q) = EE[»*PN@)

HD algorithm consists of training and testing phases. In the training phase, the normalized frequencies are pinvite,
Paoook, Precister for INVITE, 2000K and REGISTER respectively. They are calculated over the training normal dataset.
Similarly, the normalized frequencies are AinviTe, O2000k, OrecisTer are calculated in the testing phase for each
time-window n or interval. The HD between these frequency distributions of two phases is,

— Iy I —
- [1.,“ PivviTe — 4 %mwrs)z + [:1,“ Prooox —
— i
4 fi’:nua;f}z + [1.,“ PrecisTER —
.'—)2
HDV 4 REGISTER
To keep track of the normal attribute behaviors more accurately, use a dynamic threshold for detection. The
threshold value is a function of the average of observed HDs and their mean deviation. Such a dynamic setting of threshold
makes an attack harder to evade. They employ the stochastic gradient algorithm to compute the dynamic threshold based on
the HD observed during the previous training period. Fast estimators for average v and mean deviation € given measurement

HD, are computed as follow,

Ermr= HD,_ —V,_;

Vi=V,_4 +g X Err

n=n—1+hXx (|Err|—n—1)
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where HL)_ is the current sample of the HD, V,,_; and V, are the previous and current means of HD, respectively, n—1

and n represent the previous and current deviations.

During the testing periods, the Threshold (TH) is computed using the mean of HD and the mean deviation as
following. TH,, = X*V,+y*n

The purpose of the multiplication factors x and y is to get a safe margin for the setting of the threshold value, so that
HD avoids false alarms without degrading its detection sensitivity. These two factors are adjustable parameters, and can be
properly tuned during the training period.
2.1.2Weighted Sum Algorithm

Weighted Sum (WSUM) is misuse detection algorithm, it depends on a prior knowledge about attacks signature, it
seeks for attacks signature in the incoming samples, this algorithm makes using AET (attack effective time) to detect the
different types of SIP flooding attacks accurately. The algorithm defines a new attack parameter called Attack Effective
Factor (AEF), and it equals to the inverse of AET.

This parameter introduces a quantized evaluation for the harm done by flooding attack into the server each second,
as the AEF increases the danger of attack increases. Since the AEF for the different flooding attacks is already known, the
algorithm can calculate the attack effect during At seconds, it is At*AEF. In other meaning, during At seconds, the attacked
server is pushed by At*AEF value toward compromised state. For example, if AET value equals to 100 second, then during
At =5 second, the server will be loss 5 * 0.01 = 0.05 of its resources, this percentage of resources will be unavailable.

To keep trace of the attack effect, the Weighted Sum algorithm samples the incoming requests each At seconds. For
each sample (i) it calculates the average request rate (Ai), and then allocates the corresponding AETi and AEFi, finally it
computes the sample effect (At*AEFi). At the sample (n), the attack effect can be computed by cumulating the previous
samples effects, calculating Cumulative Attack Effect (CAE), given by,

(]
CAE, = Z At = AEF,
i=1

CAE, reflects the server state at the time nAt seconds, it expresses how much the server is pushed toward
compromised state. When the server is in the normal state the CAE equals to zero. As the server is pushed towards the

compromised state, the CAE increases, finally when the server is fully compromised the CAE will be equal to one.
PROBLEM STATEMENT

The open architecture of the Internet and the use of open standards like Session Initiation Protocol (SIP) constitute the
provisioning of services (e.g., Internet telephony, instant messaging, presence, etc.) vulnerable to known Internet attacks. The
security problems in the SIP protocol that may lead to denial of service. Such security problems include flooding attacks,
security vulnerabilities in parser implementations, and attacks exploiting vulnerabilities at the signaling application level.

SIP flooding attack detection algorithms (anomaly and misuse) have several problems, these problems create an
opportunity for an attacker to make undetectable harm. Generally SIP flooding detection schemes are either misuse based or

anomaly based. Misuse detection approaches cannot detect unknown attack, it systematically scan the system for
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occurrences of the patterns or signatures.So throughput of the system will decreases. While anomaly detection approaches
attempt to detect intrusions by noting significant deviations from a normal behavior, but they generate false alarm.

1. PROPOSED WORK

The Hybrid detection algorithm calculate incoming request rate every second. It counts the received INVITE
messages for the same destination within a certain amount of time. If there is a sudden surge of INVITE requests that exceed

a predefined threshold, it is considered as a strong indication of flooding attack.

SIP User Agent

response request

request

SIP Server

monitoring

response

Hybrid Detection
System

Figure 4.1 SIP system

The main idea of the proposed algorithm is full monitoring for SIP server behavior during operation,as shown in
Figure 4.1. The monitoring is based on simultaneous observation of three parameters (attack rate,percentage of served
requests and average response time.
No prediction about normal behavior is done, and inspection which is done on the current requests is not related to the
previous ones. These features eliminate the chance for attack masking or adaptation with attack problems.
The proposed algorithm is given by,
e Calculate Rijncom by counting the requests that arrive to the server, where Rj,com iS Number of incoming requests
(normal traffic is merged with attack traffic) to SIP server per second.
o Identify threshold for Rj,.om Called THr depending on relationship between the attack effective time and attack
effective rate.
e Calculate Pg, that indicates percentage of served requests per second, and it is given P .-Served Reqg/Total
Incoming Req
o Identify threshold for P, called THy depending on behavior of SIP server when it is attacked by different types
of flooding attacks.
o Calculate T,y that indicates mean value of server request/response delays in seconds, and it is given by

Ta\,g:ZNizl SRD;/N Where SRD is the server response delay.N is the total number of outcoming from SIP server
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Identify threshold forT,,, called THy depending on behavior of SIP server when it is attacked by different
types of flooding attacks.
e  The system raises an alarm when all of the followings are true.
Rincom > THR
Peerv < THp
Tag >THy

V. IMPLEMENTATION AND RESULT

The monitoring system will analyze the network traffic and capture the incoming request to the server and outgoing
service from the SIP server. When the clients begin to request their services, at the same time the monitoring system begins
to capture the traffic.

When SIP server is attacked, the algorithm will detect SIP flooding accurately. The Hybrid detection algorithms
have the feature of Hellinger Distance algorithm and Weighted Sum algorithm. HD can used to model normal behavior, ie to
check traffic statistically deviant as shown in figure 4.2. The Weighted Sum algorithm depends on a prior knowledge about

attacks signatures, it seeks for attack signature in the incoming sample, it is used for rule matching.

|
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True Attack
State
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True Normal | N0
State

Response

Yes Yes
Update Profile ”
False Attack
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Figure 5.1 Hybrid System
The algorithm calculates incoming requests rate, average of response delay, and percentage of served requests, after
that, it calculates the three threshold. If the values of the compared three features with the three thresholds values are satisfied

simultaneously, the algorithm will launch an alarm as indication of flooding attack.
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The evaluation process is done using several simulated datasets. Each dataset represents the SIP requests. For each
dataset, the detection completeness, false alarms rates, and the corresponding detection accuracy, and response rapidity are
measured for the proposed algorithm, HD algorithm and the WSUM algorithm. The results are shown in Table (1).

Proposed algorithm has very high detection accuracy, and very high completeness, so it has minimum false alarms
rate.

Table 1. Evaluation parameter for detection algorithm

parameter Propose | HD WSUM
d
algorith
m
Datasetl 1 0.76 1
Dataset2 1 0.83 0.98
Dataset3 1 0.91 0.99
Acc | Dataset 4 1 0.93 0.97
urac | Average 1 0.86 0.99
y
Datasetl 1 0.99 1
Dataset2 1 0.99 0.99
Com | Dataset3 1 0.99 1
plete | Dataset 4 1 1 0.98
ness | Average 1 0.99 0.99
Resp | Datasetl 0.16 0.04 0.50
onse | Dataset2 0.10 0.05 0.50
Rapi | Dataset3 0.11 0.05 0.50
dity | Dataset 4 0.07 0.09 0.50
Average 0.11 0.06 0.50

V. CONCLUSION

The Hybrid detection algorithm for SIP flooding attack has the ability to detect different type of SIP flooding attack
with lower false alarm rate. It is a hybrid (misuse and anomaly) detection algorithm which utilizes features of Hellinger
Distance algorithm and Weighted Sum algorithm to detect SIP flooding attack. These features reflect effectiveness of the
flooding attacks on the server performance as a signature which is used in the detecting process. It does not suffer from the
attack masking, adaptation with attack, negative change and adaption with threshold setting problems. It can detect unknown
attack with higher accuracy.
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