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Abstract — Data mining is an emerging technique today where there are number of responsible data storage and
security aspects has been already applied , still there are some major issues which need to be discussed and explore
based on the requirement in today’s network and system, various frauds and intrusion related problems met and various
requirement for such prevention system also been explored, here in this Synopsis we present an approach for intrusion
detection and prevention system in system where the requirement is to deal with various anomaly and fraud detection
system invention, here we propose a technique which explore and discuss about the intrusion detection system in cloud
computing. The paper uses A DNN (Deep neural network) model for the anomaly and intrusion detection over the
available dataset which is KDD (knowledge discovery dataset). A further extension to the work can be opting out in
giving efficiency with deep learning and detection model. Also a further study is going to work on software defined
networking with the more enhance and rich development with real-time dataset.

Keywords- I1DS; Software outliers; DNN; KDD; Spamming detection; NID; Classification.
I INTRODUCTION

Classification, regression and clustering are three approaches of data mining in which instances are grouped into
identified classes. Classification is a popular task in data mining especially in knowledge discovery and future plan. It
provides the intelligent decision making. Classification not only studies and examines the existing sample data but also
predicts the future behavior of that sample data. It maps the data into the predefined class and groups. It is used to
predict group membership for data instances. In Classification, the problem includes two phases first is the learning
process phase in which for analysis of training data, the rule and pattern are created. The second phase tests the data and
archives the accuracy of classification patterns.

Today in Dataset there exist data objects that do not comply with the general behavior or model of the data.
Such data objects, which are heavy different from or inconsistent with the remaining set of data, are called outliers. An
outlier is a data set which is different from the remaining data. Outlier is also referred to as deformity, deviants or
anomalies in the data mining and statistics literature. In most applications the data is created by one or more generating
processes, which could either reflect activity in the system or observations collected about entities. When the developing
process behaves in a casual way, it results in the creation of outliers. Therefore, an outlier often contains useful
information about anomaly characteristics of the systems and entities, which impact the data generation process. The
recognition of such unusual characteristics provides useful application specific insights.

IDS have two approaches to analyze the traffic for intrusion: Misuse approach and Anomaly approach. Misuse
detection based IDS follow well defined patterns (or signature) that can usually be detected by doing pattern matching on
collected patterns from training data. This limits the number of false positives, but usually does not completely eliminate
them all. Like virus scanners, Misuse based IDS cannot detect something that the network manager doesn’t know about
(i.e. new attack). For a Misuse based IDS to be useful, its signature sets must be constantly updated. Anomaly detection
based IDS are based on observations of deviations from normal system usage patterns. They are detected by building up
a normal profile of the system being monitored and detecting significant deviations from this profile. If Anomaly based
IDS is set up with a narrow definition of normal, the IDS will generate large number of false positives.

Unlike Misuse based IDS, it can detect new attacks also. IDSs can be classified on basis of data source as
Network based or Host based. The Network based IDS (NIDS) collect raw network packets as the data source from the
network and analyze for signs of intrusions. Some examples of NIDS are NFR, Dragon, ISS, Snort, Bro, Cisco Secure
IDS. Host based IDS (HIDS) operates on information collected from within an individual computer system such as
operating system audit trails. C2 audit logs and System logs [4].

Il. RELATED WORK

Firewall and IDS both are related to network security. IDS differ from a firewall in that a firewall is primarily utilized as
a traffic-filtering device, whereas An IDS is primarily utilized as a traffic—auditing device. An IDS looks for certain
traffic patterns activity that has been determined as anomalous or possibly malicious. A firewall is designed to limit the
access between networks in order to prevent intrusion. Generally, a firewall is not designed to provide detailed
notification of attacks or anomalous network activity. An IDS evaluates a suspected event as it takes place or after it has
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taken place, creates a detailed audit in one or more secured locations, signals an alarm or notifications. An IDS can also
be setup to watch for attacks or events that originate from within an organization’s network. This protects the
organization from the possible legal punitive actions initiated as a result of attacks from inside the organization [17].

In Paper [17] an efficient SDN over the network is deployed and discussed, which make understanding of network flow.
Network factors and cost analysis is also performed in this network.

An IDS cannot replace firewall and vice-versa because firewall does not have the intrusion detection capabilities of an
IDS, an IDS does not generally have the firewalling capabilities of a firewall. The two technologies are very
complementary and are generally deployed in union to achieve maximum level of security [16] , a classification and
different level of IDS is depicted in figure 1 below.

( INTRUSION DETECTION SYSTEM (IDS) ]
l L)
‘ BASED ON DATA SOURCE ‘ | BASED ON ANALYSIS ENGINE }
Y ¥
HOST NETWOR MISUSE | | ANOMALY
BASED K BASED BASED BASED
IDS ID§ IDS IDS
(HIDS) (NIDS)

Figure 1: IDS taxonomy for usage and availability.

Having IDS to complement a firewall can provide an extra layer of protection to a system such as
e ldentifying attacks that a firewall legitimately allows through (such as http attacks against web servers).
e Identify attempts such as port scan.
e Provides additional checks for holes/ports opened through firewall intentionally or unintentionally.

DISADVANTAGES
The current technique with the IDs are either host based or associated with the firewall , they have a low detection
rate and accuracy. Also in terms of their parameters such as Recall and precision are not matching with the standard
required in order to detection attack as an outlier and perform into the real-time entity.

APPLICATION
There are systems which are already using IDS system and still there are areas where IDS can be used which are
mentioned below:
Military Network Area.
Traffic detection in a Network.
Firewall and Anti-virus system.
Fuzzy Search in Applications.
Image classification (Scene Detection).
Ranking classification.

I N

I1l. LITERATURE REVIEW
In this paper [1] propose decision tree based support vector machine which combines support vector machine and

decision tree. It is an effective way for solving classification problems. This method decreases the training and testing
time, increasing efficiency of the system. They include different ways to construct the binary trees by dividing the data
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set into two subsets from root to the leaf until every subset consist only one class. Euclidean distance is used for
measuring the separability between the classes.

In paper [2] examine the performance of framework for solving classification problem with support vector machine
(SVM). The proposed paradigm construct binary tree for multi-class SVM, using criteria of natural classification:
Homogeneity and Separation, with the aim of obtaining optimal tree [3]. This approach is more accurate in construction
of tree. In the test phase, due to log complexity it is much faster than other methods that have problem of big class
number. Here recognition rate was achieved by 57% on vowels of TIMIT corpus and 97.73% on MNIST dataset for 10
digits. Training time and number of support vectors are also reduced compared to other methods.

In paper [4] proposed a host based IDS using fuzzy inference rule that can detect changes in the hardware profile [4]. He
used system performance log to evaluate accuracy and detection of system. With the help of deviation method, he
selected effective features and generated fuzzy IF-THEN rules.

In Paper [5] first proposed in 1980 that security audit trails can play an important role in the security program for a
computer system [6]. The purpose of his research was to improve the computer security auditing and surveillance
capability of the customer’s systems. Anderson postulated that it was possible to distinguish between a masquerader and
a legitimate user by identifying deviation from historically-tracked system usage [7]. Denning proposed a model that was
regarded as rule-based pattern matching system for audit records [8]. The model includes profiles for representing the
normal behavior with respect to objects in terms of rules and any significant deviation from normal behavior termed as
abnormal pattern. The generated audit records is matched with defined rules and checked for abnormal behavior.

In this paper [9] proposed a misuse detection system based on genetic algorithm approach [9]. She used Principal
component analysis (PCA) to extract most important features. After that she used genetic algorithm to generate quality
rules with the highest fitness values in every generation. Generated rules were used for classification of the intrusions and
the normal connections in the testing data.

In this paper [10] proposed fuzzy clustering-Artificial neural network (FC-ANN) to enhance the precision and accuracy
rate [10]. He divided the training data into different subset using fuzzy clustering. For each subset of training data, ANN
was applied to learn the system precisely. After learning of each subset, he used fuzzy aggregation module to learn again
and combine the different ANN’s results. He demonstrated that proposed model gives better performance compared to
BPNN, naive Bayes.

In this paper [11] Madame inference system has been used to identify the accurate behavior of generated system log.
Baghdad used five types of neural networks (NN) to determine which NN classifies well the attacks and leads to the
higher detection rate of each attack [11]. He evaluated that among five NN that is multilayer perceptron (MLP),
generalized forward (GFF), radial basis function (RBF), self-organization feature map (sofm), principal component
analysis (PCA), GFF NN leads to the best confusion matrix in the multiclass case (DOS, U2R, R2L, and Probe). For
same case, RBF performs the higher detection rate of DOS attack class. In case of single class (Normal or attack), PCA
NN performs the higher detection rate.

In paper [12] discuss an intelligent alert clustering model for network based intrusion detection system. They proposed a
novel integration of improved unit range (IUR), Principal component (PCA) and expectation maximization (EM) to
detect intrusion alerts and filter out the unwanted alerts. To filter out unwanted or false positive alerts, they assigned a
level of severity (high risk, medium risk, low risk) to each alerts. Hlaing used fuzzy decision tree classifier to detect
intrusion alerts in network traffic [13]. She selected 10 best features by using mutual correlation feature selection
algorithm and then applied fuzzy C4.5 decision tree algorithm on the training dataset. Experimental result showed that
her proposed system achieved 99% classification accuracy. In [14],

In paper [15] proposed a way to use genetic algorithm to improve support vector machines (SVM) based Intrusion
detection system (IDS). Integration of GA and SVM selects the optimal parameters as well as optimal feature set for
dataset. They used KDD’99 dataset for evaluating results.

A complete study about the different technique over the mining and IDS approach shows the different algorithm
performed work over intrusion detection over software defined networking dataset.

IV. CONCLUSION

Data classification and IDS detection over large data is further be required research today. Study have been
surveyed the techniques which are been performed for the outlier detection and in order to work with the Intrusion
detection system with the data set provided. We have taken the various paper of different latest author and understood the
work performed by them and finally we have concluded the discussion related to the previously performed algorithm in
IDS system. Upon discussion of previous algorithm we are able to understand the further work which can be performed
for outlier detection in KDD dataset.
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