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Abstract —This Nowadays internet is accessed by number of peoples all over the world. The client and server 

communicates with each other by exchanging  messages among each other. The activity of exchanging can be observed 

by Log files. Log files include the detailed description of activities that occur over internet. It shows the IP address,  

login and logout durations, etc. There are many attacks that occur over internet but our focus is on the Dos attack. 

 The Denial of Service attack is identified by one of  Data mining technique called pattern recognition. DoS attack is one 

of the dangerous attack which overload the server by sending multiple messages or requests from unknown users. We 

have built a system in which DoS attack is detected and described under this paper. 

 

Keywords- Cyber Crime, Data Mining, Data Collection, Denial of Service, SQL Injection attack, U2R attack, Log File, 

                   Data mining techniques. 

I. INTRODUCTION 

 

In computing, a denial-of-service attack (DoS attack) is a cyber-attack in which the perpetrator seeks to make a 

machine or network resource unavailable to its intended users by temporarily or indefinitely disrupting services of 

a host connected to the Internet. Denial of service is typically accomplished by flooding the targeted machine or resource 

with superfluous requests in an attempt to overload systems and prevent some or all legitimate requests from being 

fulfilled. 

 

A Denial-of-Service (DoS) attack is an attack meant to shut down a machine or network, making it inaccessible to its 

intended users. DoS attacks accomplish this by flooding the target with traffic, or sending it information that triggers a 

crash. In both instances, the DoS attack deprives legitimate users (i.e. employees, members, or account holders) of the 

service or resource they expected. Victims of DoS attacks often target web servers of high-profile organizations such as 

banking, commerce, and media companies, or government and trade organizations. Though DoS attacks do not typically 

result in the theft or loss of significant information or other assets, they can cost the victim a great deal of time and 

money to handle. There are two general methods of DoS attacks: flooding services or crashing services. Flood attacks 

occur when the system receives too much traffic for the server to buffer, causing them to slow down and eventually stop. 

 

DoS – denial of service «A denial of service (DoS) is an action that prevents or impairs the authorized use of 

networks, systems, or applications by exhausting resources such as central processing units (CPU), memory bandwidth, 

and disk space. 

 

Categories of resources which can be attacked: network bandwidth, system resources, application resources . 

 Typical aims of DoS attacks:  

 

1. Consuming bandwidth with large traffic volumes  

2. Overload or crash the network handling software  

3. Send specific types of packets to consume limited available resources Risk & Security Management – DoS 

Attacks 

II. RELATED WORK 

 

In this system we have detected  the Denial-of-Service attack.  We have also prevented  some other cyber attacks like 

SQL Injection attack and U2R attack. In this system we have used famous data mining technique called as pattern 

recognition on the log file. We set a threshold value. If the number of similar requests are received at the server, which is 

greater than the threshold value, we assume this as an attack and the administrator is been informed. By this approach we 

can identify the denial of service attack easily as in DoS attack, the attacker or the hacker sends same multiple requests in 

order to mitigate the server performance.  

 

 

https://en.wikipedia.org/wiki/Computing
https://en.wikipedia.org/wiki/Cyber-attack
https://en.wikipedia.org/wiki/User_(computing)
https://en.wikipedia.org/wiki/Network_service
https://en.wikipedia.org/wiki/Host_(network)
https://en.wikipedia.org/wiki/Internet
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III. PROPOSED ALGORITHM 

 

 
 

 

 Step 1:   Start  

 Step 2:   Let the Count=0, set the threshold value. The threshold value can be set based on the working environment. 

 Step 3:  Check if the counts of matched rules have crossed the threshold value. • If true, intimate the administrator   

                   assuming as an attack. • If false, continue.  

   Step 4:   Check whether new event is recorded in log file.  

   Step 5:   If no new event found, wait  If event_found, go to step 2. 

 

IV. SIMULATION RESULTS 

 

The below fig shows the result of the system. In below Fig the attack is detected and displayed to the  

Administrator.  
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Fig :- Home Page 

 

 
   Fig :- SQL Injection Attack Detected 

 

 

 
               Fig :- U2R Attack Detected 
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     Fig :- DoS Attack Detected 

 

 
 

         Fig :- Log File 

 

V. CONCLUSION AND FUTURE WORK 

 

In this system we have applied the data for detecting dos  attack. The attack is very dangerous as it can overload     

 the server. Our system successfully detect the dos attack and turn off the server so as to secure the data. The intruder can 

easily the access data as server is overloaded ( i. E  hanged or may be slow) so to secure the informaton of the clients the 

server get shut down  .  In this system we have also prevented  some other cyber attacks like SQL Injection attack and 

U2R attack. In future the image of the intruder can also get captured through web cam by using the above technique. 
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