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Abstract: Electronic health (e-health) record system could be a novel application that may bring nice convenience in 

care. The privacy and security of the sensitive personal data is the major concern of the users, That may hinder more 

development and wide adoption of the systems. The searchable cryptography (SE) theme could be a technology to 

include security protection and favourable operability functions along, which can play a very important role within the e-

health record system. during this paper, we introduce a unique crypto graphical primitive named as conjunctive  

keyword search with selected tester and temporal arrangement enabled proxy re-encryption perform (RedtPECK), which 

could be a reasonably time-dependent searchable cryptography theme. It could enable patients to delegate partial access 

rights to others to work search functions over their records during a restricted period. The length of the period for the 

delegate to search and rewrite the delegators encrypted documents are often controlled. Moreover, the delegate might be 

mechanically empty the access and search authority when a nominal amount of effective time. It can even support the 

conjunctive keywords search and resist the keyword guesswork (KG) attacks. By the answer, only the selected tester is 

ready to check the existence of bound keywords. We tend to formulate a system model and a security model for the 

projected Re-dtPECK theme to show that it's Associate in Nursing economical theme verified secure within the 

customary model. The comparison and intensive simulations demonstrate that it's an occasional computation and 

storage overhead. 

Introduction: 

The privacy and security of the sensitive personal data is the major concern of the users, that may hinder more 

development and wide adoption of the systems. The searchable cryptography (SE) theme could be a technology to 

include security protection and favorable operability functions along, which can play a very important role within the e-

health record system. during this paper, we introduce a unique cryptographical primitive named as conjunctive keyword 

search with selected tester and temporal arrangement enabled proxy re-encryption perform (RedtPECK), which could be 

a reasonably time-dependent searchable cryptography theme. It could enable patients to delegate partial access rights to 

others to work search functions over their records during a restricted period. The length of the period for the delegate to 

search and rewrite the delegators encrypted documents are often controlled. 

Moreover, the delegates might be mechanically empty the access and search authority when a nominal amount of 

effective time. It can even support the conjunctive keywords search and resist the keyword guesswork (KG) attacks. By 

the answer, only the selected tester is ready to check the existence of bound keywords. we tend to  formulate a system 

model and a security model for the projected Re-dtPECK theme to show that it's Associate in Nursing economical theme 

verified secure within the customary model. The comparison and intensive simulations demonstrate that it's an occasional 

computation and storage overhead.  

GOALS AND OBJECTIVES: 

 To enables automatic delegation revoking based on timing in a searchable encryption system. 

 To support secure conjunctive keyword search and authorized delegation function. 

 To achieve timing enabled proxy re-encryption with effective delegation revocation. 

 

Mathematical Model 

1.1 Input Parameter(I) 

I = set of Input 

I1= It is keyword which is submitted to state 

p1. 1.2 Functional Parameter(Q) 

Vol-3 Issue-1 2017 IJARIIE-ISSN(O) 

Q=p1,p2,p3,p4,p5,p6,p7 
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where p is functions/process done in EHD system 

p1 =Global Setup algorithm which generate global parameters. 

p2 = KeyGenRec generate private and public key 

p3 = KeyGenSer generate private and public key 

p4 = KeyGenTS generate private and public key 

p5 = ReKeyGen generate a re-encryption key and send it to proxy server 

p6= Trapdoor which generate private key(token) used for matching the keyword with 

file keyword stored on EHD storage Server. 

1.3 Output Parameter(O) 

O = where O is an Output parameter. 

O = Result generated if file downloaded and key match within time seal. 

LITERATURE SURVEY 

1. Paper name: Public Key Encryption with keyword Search 

Author Name: Dan Boneh, Giovanni Di Crescenzo, Rafail Ostrovsky, Giuseppe Persiano 

In this paper, we have a tendency to outlined the thought of a public key encoding with keyword search (PEKS) and gave 

2 constructions. Constructing a PEKS is related to Identity based mostly encoding (IBE), although PEKS appears to be 

tougher to construct. we have a tendency to showed that PEKS implies Identity based mostly encoding, but the converse 

is presently associate degree open downside. 

 

2. Paper  Name:  Public Key Encryption Schemes Supporting Equality Test with Authorization of Different 

Granularity 

 

Author Name: DIES, Faculty of EEMCS  

In this paper, we've got reviewed the ideas of PKEET, AoN PKEET, and FG-PKEET, and mentioned their capabilities in 

authorizing users to regulate who will perform equality check on their cipher-texts and therefore the out there security 

guarantees. Our analysis has shown that one message recovery attack could be a security concern for all primitives, 

though solely semi-trusted proxies will carry out the attack within the case of AoN-PKEET and FG-PKEET. to handle 

the priority, we have projected the conception of FG-PKEET+, specifically FG- PKEET in two-proxy setting. The 

exchange is clear: associate FG-PKEET+ cryptosystem will prevent oine message recovery attacks however it's dearer to 

hold out the check as a result of it needs associate interactive protocol between 2 proxies. When to choose that primitive 

to use is betting on the protection and potency requirements of the particular application state of affairs. 

 

3. Paper Name : Public key encryption with keyword search secure against 

keyword guessing attacks without random oracle 

Author Name: Liming Fang , WillySusilo , ChunpengGe , JiandongWang 

In this paper, we provide a formal model of SCFPEKS secure against key word guessing attacks .Furthermore ,we 

present an SCF-PEKS scheme secure against chosen keyword and cipher-text attacks, and key word guessing attacks 

.Based on the DBDH assumption ,SXDH assumption and the truncated q-ABDHE assumption ,we first proved its in 

distinguish ability of secure channel free PEKS against chosen key word and cipher-text attack (IND-SCF CKCA) 

security without random oracle. We also analyzed the computational consistency and security against key word guessing 

attacks (IND KGA)of our scheme. 

 

4. Paper Name :Conjunctive, Subset, and Range Queries on Encrypted Data 

Author : Dan Boneh and Brent Waters 

We presented a general framework for analyzing security of searching on encrypted data systems. We then constructed 

systems for comparisons and sub set queries as well as conjunctive versions of these predicates. The underlying tool 

behind these new constructions is a primitive we call HVE. The one-dimensional version of HVE (namely = 1)is 

essentially an Anonymous IBE system. For large we obtain a new concept that is extremely useful for a large variety of 

searching predicates. We note that by setting=1 in our HVE construction we obtain a new simple anonymous IBE system 

secure without random oracles.  

 

5.  Paper Name :An efficient public key encryption with conjunctive-subset 

keywords search 

Author : Bo Zhang , FangguoZhang 

 

In this paper, We presents a more efficient Conjunctive-subset keywords search scheme in public key model in this 

paper. This scheme is efficient in many aspects compared with the former one. This scheme is also better than the other 

conjunctive keywords search scheme, and it does not need these assumptions, makes the search property more powerful. 



International Journal of Advance Engineering and Research Development (IJAERD) 

Volume 5, Issue 06, June-2018, e-ISSN: 2348 - 4470, print-ISSN: 2348-6406 
 

@IJAERD-2018, All rights Reserved  3 

We also give out the simple analysis about the security requirements of our scheme. One open  problem may be to 

construct a formal proofed scheme, mean- while the efficiency also can be 

improved.  

 

6.  Paper Name :On a security model of conjunctive keyword search over 

encrypted relational Database 

Author : JinWook Byun, Dong Hoon Lee 

The scheme can prevent insider attackers like server manager from obtaining keyword information through CSI in the 

database. In practice, however, it is also important to guarantee the security against the outsider attackers which cannot 

see encrypted documents but tries to retrieve information on keywords by capturing and modifying protocol messages. 

The model defines not only insider security for CSI value but also outsider security for trapdoor security. We analyzed 

the existing protocol under the suggested security model and we demonstrated its weakness and countermeasure. 

 

                                                                             Architecture Diagram 
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User Login 

 

Upload file 

 

Upload File 

 

View file 

 

Conclusion: 

As per proposed a novel Re-dtPECK scheme to realize the timing enabled privacy preserving keyword search mechanism 

for the EHR cloud storage, which could support the automatic delegation revocation. The experimental results and 

security analysis indicate that this scheme holds much higher security than the existing solutions with a reasonable 

overhead for cloud applications. To the best of our knowledge, until now this is the first searchable encryption scheme 

with the timing enabled proxy re-encryption function and the designated tester for the privacy preserving EHR cloud 

record storage. The solution could ensure the confidentiality of the EHR and the resistance to the KG attacks. It has also 

been formally proved secure based on the standard model under the hardness assumption of the truncated decisional l –

ABDHE problem 

 



International Journal of Advance Engineering and Research Development (IJAERD) 

Volume 5, Issue 06, June-2018, e-ISSN: 2348 - 4470, print-ISSN: 2348-6406 
 

@IJAERD-2018, All rights Reserved  5 

References: 

[1] J. Leventhal, J. Cummins, P. Schwartz, D. Martin, W. Tierney. Designing a system for patients controlling providers 

access to their electronic health records: organizational and technical challenges, Journal of General Internal 

Medicine, vol. 30, no. 1, pp. 17-24, 2015. 

[2] Microsoft. Microsoft healthvault. http://www.healthvault.com. 

[3] Google Inc. Google health. https://www.google.com/health. 

[4] D. Boneh, G. Di Crescenzo, R. Ostrovsky, G. Persiano, Public key encryption with keyword search, in Proc. 

EUROCRYPT, Interlaken, Switzerland, May 2-6, 2004, vol. 3027, pp. 506522, Springer. 

[5] Q. Tang, Public key encryption schemes supporting equality test with authorisation of different granularity, 

International Journal of Applied Cryptography, vol. 2, no. 4, pp. 304-321, 2012. 

[6] P. Liu, J. Wang, H. Ma, H. Nie, Efficient Verifiable Public Key Encryption with Keyword Search Based on KP-ABE, 

In Proc. 2014 Ninth International Conference on Broadband and Wireless Computing, Communication and 

Applications (BWCCA), IEEE, pp. 584-589, 2014. 

[7] L. Fang, W. Susilo, C. Ge, J. Wang, Public key encryption with keyword search secure against keyword guessing 

attacks without random oracle, Information Sciences, vol. 238, pp. 221-241, 2013. 

[8] M. Hwang, S. Hsu, C. Lee. A New Public Key Encryption with Conjunctive Field Keyword Search Scheme, 

Information Technology and Control, vol. 43, no. 3, pp. 277-288, 2014. 

[9] D. Boneh, B. Waters, Conjunctive subset and range queries on encrypted data, in Proc. 4th Theory of Cryptography 

Conference, Amsterdam, The Netherlands, February 21-24, 2007, vol. 4392, pp.53554, Springer. 

[10] B. Zhang, F. Zhang, An efficient public key encryption with conjunctive-subset keywords search, Journal of 

Network and Computer Applications, vol. 34, no. 1, 262-267, 2011. 

 


