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Abstract — On-line social networks like Facebook square measure progressively used by many of us. These networks
enable users to publish their own details and alter them to contact their friends. A number of the data disclosed within
these networks is non-public. These structures enable purchasers to gift specific of them and interface with their mates.
These networks enable users to publish details concerning themselves and to attach to their friends. A privacy breach
takes place once sensitive data concerning the user, the data that a private needs to stay from public, is disclosed to
associate soul. Non-public data outpouring may well be a very important issue in some cases. And explore a way to
launch illation attacks mistreatment free social networking information to predict non-public data. During this we tend
to map this issue to a collective classification downside and propose a collective illation model. In our model, associate
offender utilizes user profile and social relationships in a very collective manner to predict sensitive data of connected
victims in a very free social network dataset. To guard against such attacks, we tend to propose an information cleanup
methodology conjointly manipulating user profile and relationship relations. The key novel plan lies that besides
sanitizing relationship relations, the planned methodology will take benefits of assorted data-manipulating strategies. We
tend to show that we are able to simply cut back adversary’s prediction accuracy on sensitive data, whereas leading 10
less accuracy decrease on non-sensitive data towards 3 social network information sets. To the simplest of our
information, this can be the primary work that employs collective strategies involving varied data-manipulating
strategies and social relationships to guard against illation attacks in social networks.

Keywords- Online Social Networks (OSNs), Collective Inference, Data Sanitization.
I INTRODUCTION

The rising and presence of on-line social media services has given a bearing to the approach folk’s move with one
another. On-line social networking has become one in every of the foremost in style activities on the net. Social network
analysis has been a key technique in fashionable social science, geography, economics, and knowledge science. The
information generated by social media services usually spoken because the social network data. In several things, the info
has to be printed and shared with others. Social networks square measure on-line applications that permit their users to
attach by suggest that of assorted link varieties. As a part of their skilled network; due to users specify details that square
measure involving their vocation. These sites gather in depth personal data, social network application suppliers have a
rare chance direct use of this data can be helpful to advertisers for marketing. Publish information for others to research,
despite the fact that it's going to produce severe privacy threats, or they will withhold information due to privacy
considerations, despite the fact that that creates the analysis not possible. A privacy breach takes place once sensitive data
concerning the user, the data that a private needs to stay from public, is disclosed to someone. For examples, business
corporations square measure analyzing the social connections in social network information to uncover client relationship
that may profit their services and merchandise sales. The analysis results of social network information are believed to
probably give an alternate read of real-world phenomena thanks to the study affiliation between the actors behind the
network information and universe entities. Social-network information makes commerce way more profitable. On the
opposite hand, the request to use the information may return from third party applications embedded within the social
media application itself. As an example, Facebook has thousands of third —party applications and therefore the variety is
growing exponentially. Despite the fact that the method of knowledge sharing during this case is implicit, the info is so
left out from the information owner (service provider) to completely different party (the application) the information
given to those applications is common not sanitized to guard users’ privacy. Desired use of knowledge and individual
privacy presents a chance for privacy-preserving social network data processing. That is, the invention of knowledge and
relationships from social network data while not violating privacy.

Privacy considerations in social networks will be principally classified into 2 types: inherent-data privacy and latent
information privacy. Inherent-data privacy is expounded to sensitive information contained within the information profile
submitted by users so as to receive data-related services.

1. PROBLEM STATEMENT
To design and implement a system for collective data sanitization. A difficult task within the on-line social networks is
to guard the privacy of the participant’s profiles and communications. Systems address the privacy conserving profile of

users and secure communication in on-line social network (OSN).
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1. LITERATURE REVIEW

1) Inferring Privacy Information from Social Networks (2010)

AUTHORS: Jianming He, Wesley W. Chu, and Zhenyu (Victor) Liu

Methodology: Used: Bayesian Networks

Description: Using a Bayesian network approach to model the causal relations among people in social net- Works.
Advantage: Results reveal that personal attributes can be inferred with high accuracy especially when people are
connected with strong relationships.

2) You Are Who You Know: Inferring User Profiles in Online Social Networks (2010)

AUTHORS: Alan Mislove, Bimal Viswanath, Peter Druschel

Methodology: Used: Fine grained data

Description: Using fine grained data taken from two large online social networks, we found that users are often friends
with others who share their attributes.

Advantage: The attributes of users, in combination with the social network graph, be used to predict the attributes of
another user in the network.

3) Community-Enhanced De-anonymization of Online Social Networks (2014)

AUTHORS: Shirin Nilizadeh Apu Kapadia Yong-Yeol Ahn

Methodology: Used: Divide-and-conquer approach

Description: A divide-and-conquer approach to strengthen the power of such algorithms. Our approach partitions the
networks into communities and performs a two-stage mapping.

Advantage: Reducing the anonymity of users.

4) Wherefore Art Thou R3579X? Anonymized Social Networks, Hidden Patterns, and Structural Steganography (2007)
AUTHORS: Lars Backstrom, Cynthia Dwork, Jon Kleinberg

Methodology: Used: The walk based attack

Description: In the walk-based attack just presented, one needs to construct a Logarithmic number of nodes in order to
begin compromising privacy.

Advantage: In an effort to preserve privacy, the practice of anonymization replaces names with meaningless unique
identifiers. We describe a family of attacks such that even from a single anonymized copy of a social network, it is
possible for an adversary to learn whether edges exist or not between specific targeted pairs of nodes.

5) Curso: Protect Yourself from Curse of Attribute Inference (2013)
AUTHORS: Eunsu Ryu Yao Rong, Jie Li Ashwin Machanavajjhala
Methodology: Used:

1. Social-Attribute Network Model
2. Deterministic Algorithm
3. Utility Functions

Description: Results indicate that analyzing local networks is sufficient to extract a significant amount of information
about most users.

Advantage: Whether Alice's sensitive attribute can be inferred based on public information in Alice's neighborhood, and
whether making Alice's sensitive attribute public leads to the disclosure of sensitive information of another user Bob in
Alice's neighborhood.

V. PROPOSED SYSTEM

In this paper, we tend to concentrate on latent-data privacy. We tend to assume third party users could collect anonymous
user information from social networks. Some users disclose their sensitive information, whereas others don't. However,
third party users will do de-anonymization actions and additional infer sensitive info of users. We tend to initial
investigate a way to infer sensitive info hidden within the discharged information. Then, we tend to propose some
effective information cleanup methods to forestall info logical thinking attacks. On the opposite hand, the change
information obtained by these methods must not scale back the dear profit brought by the copious information resources,
in order that non-sensitive info will still be inferred and used by third party users. To launch associate degree logical
thinking attack by third party users, we tend to use a typical logical thinking attack, known as collective logical thinking,
as a case study. We tend to gift a unique implementation technique for collective logical thinking. Collective logical
thinking chiefly deem iteratively propagating current predicting results throughout a network to boost prediction
accuracy, therefore we'd like to think about a way to best predict sensitive info in every iteration.
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Advantages

Detect collective attacks in various giant scale social networks.

Proposed system will work fairly to balance privacy and information utility.

Third party users cannot acquire necessary info to accurately predict sensitive info.

Consider the special options of social network information to analyze collective attacks in various giant scale
social networks.
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V. BLOCK DIAGRAM OF SYSTEM

Login
_ _

USER

Figure4.1. Block diagram of data sanitization

Modules:
1. User
2. OSN System
1. User:
e Registration
Login
Post Status
Profile setting
Send message to another users
e Logout
A. Registration
v The user will register to the system with normal information.
v At the time of registration the OSN system will hide the user’s sensitive information.
B. Login
v For login to the system, user will enter the Username and password, if entered details are correct then the system
will redirect him to home page otherwise it will shows an error message.
After Login:
1. User will share the post.
2. Post the status.
3. Set the setting to profiles.
4. Send the messages to other users by checking the attributes.
C. Logout
User logout the account from system.
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2. OSN System
- The OSN system:
- Check sensitive and non-sensitive information of all users
- Check the all registered users sensitive information.
- It stored the sensitive attributes.
- The OSN will provide the privacy for users like and comments posts.

VI. APPLICATION

i) Itcan be used on any social networking site
ii) Helpful in preserving the privacy of a user which is sensitive.

VII. EXPECTED RESULT OUTCOME

The privacy of the users is preserved. In order that they will feel safe regarding their privacy. Cyber-crimes can get
reduced because the hacker won't be able to steal somebody's identity. Conjointly it'll enable secure communicating for
the users which can conjointly cut back the probabilities of attacks.

VIII. CONCLUSION AND FUTURE SCOPE

Desired use of information and individual privacy presents a chance for privacy-preserving social network data
processing. That is, the invention of knowledge and relationships from social network data while not violating privacy.
We have a tendency to address 2 problems during this paper: (a) however precisely third party users launch an illation
attack to predict sensitive information of users, And (b) are there effective methods to safeguard against such an attack to
attain a desired privacy utility exchange. We have a tendency to propose a Collective technique that takes benefits of
assorted information manipulating strategies to ensure sanitizing user information doesn't incur a nasty impact on
information utility. Victimization Collective technique, we have a tendency to area unit ready to effectively sanitize
social network information before unleash.
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