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Abstract-

A cashless economy is secure, it is clean. You have a leadership role to play in taking India towards an increasingly digital
economy—Narendra Modi. [1]
This article focuses on all the aspect of the Security in Digital Payment system in India.

With the continuous growth of Internet the trend of on-line business is extremely high. The development of many
security protocols to ensure the security in online transaction. There are some loop holes in current e-commerce payment
system like Security model, payment security system. The aim of this paper is what are the challenges in digital payment
system, how the different protocols to ensure that you re digitally data are not goes to third person (unauthorized person),
how the one layer is co-ordinate with other layer to provide us security of data. Electronic banking, also known
as electronic funds transfer (EFT), is simply the use of electronic means to transfer funds directly from one account to
another, rather than by check or cash. The financial security over the digital payment channel is important for pushing the
cashless economy idea.
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INTRODUCTION

The word Cashless means “characterized by the exchange of funds by cheque, debit or credit card, or electronic methods
rather than the use of cash.”

Without the internet we cannot the imagine of Digital Payment. The history of internet was started around in 1969 with
ARPANET. In 1990 when internet was going up we operate a little bit digital payment and in 1994 a institute which gives the
facility to the customers of banking services which name is Stanford Federal Credit Union. Initially the online payments was
not much secure and user friendly. In 1994 Amazon Co. was established and a Pizza hut start makes the online food ordering.
In 1998 PayPal started a firm whose aim is to provide a wireless transaction on our customers. After this PayPal was goes on
to develop new innovations like sending payments using the Email.

Almost all of the digital payment systems are the user-friendly in nature which means you don’t have a need to install some
additional software or buy special equipment for making a payment because all payments are totally based upon the web
based or app based.

Recently Research and Markets has announced the addition of the "Digital Payment Systems Market in India - Drivers,
Opportunities, Trends, and Forecasts to 2022" that the Digital Payment Systems Market in India market will witness a
CAGR of 58.90% during the forecast period FY2017-FY2023. In this research it is expected that more than 80% of urban
population and about 70% of retail sector will shifted towards digital payment and it also expected to that digital payment
industry will reach $700 billion by 2022 in terms of value of transactions. This is a very big value and it is good for Indian
economy and for its development.

Key Points for the acceptance of Digital Payment

e According to Live Mint study on Mobile Internet users in India,24 March 2017, India is third largest internet user
base in the world with more than 300 million users. Out of 300 million, 50 percent are mobile only internet users.
This may be representing significant large data but still it represents only 19 per cent of India’s total population
using internet. This number may increase due to the digital payment impact.

e The Government of India also takes action and initiative to increase the digital payment. According to KPMG,
NASSCOM, June 2016, The Indian FinTech software market is forecasted to touch USD2.4 billion in the year 2020
from the current USD1.2 billion.
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Issues and challenges regarding Digital Payment System

e Lack of usability: -Electronic payment system requires large amount of personal data or information from end users
to make transactions like credit card payments through website requires large amount of information to make
payment.

e Inadequate laws: -The laws related to digital payment are varying from traditional laws or it may be unclear. E-
wallets are comes under non banking financial companies (NBFC) so the traditional banking laws are not applicable.

e Data protection and security: - Security compliances for “FinTech” companies are come under Section 43 A of the
Information Technology Act (which covers data protection). Although digital banking is considered relatively safe
but in last few months this arises question in Indian Banking Security System because approximately 3.2 million
debit cards were hacked. So this is one of main issue for India in the development of cashless economy.

e Acceptance of e-Cash: -In many countries e-Cash is not accepted because it is not universally accepted because it is
necessary that the retailers or any other commercial institute accept it as a payment method.

e Lack of awareness: -Making payment online needs some knowledge to do it. This problem is more in rural areas
where people are still uneducated or less educated so they always prefer their traditional way to make payment
rather than go to digital one.

e Lack of Grievance Redressal Mechanism: -Lack of grievance redressal is also one of the main issues while doing
payment digitally because there are not any proper addresses regarding grievance. For example, if the recipients face
any delay, or if there are discrepancies in the payment amounts, who is to be held responsible? Should the consumer
go to the banks or to the relevant government department initiating the cash transfer?

SECURITY CONCERN

For promoting digital payment system or go cashless in country like India Security is one of the main issue for individual as a
whole. From the last few years we have noticed many cyber security attacks in all over the world and in almost all sectors
like telecom, banking, e-commerce etc with make cyber security as biggest challenges for world. In India, 3.2 million
customers’ card data was hacked. State Bank of India, India’s largest bank, on October 19" 2016, stated that it had blocked
close to six lakh debit cards following a malware-related security breach in a non-SBI ATM network. Due to the massive
data breach, Indian banks have decided to either replace or request users to change the security codes. However, in certain
cases banks have decided blocked the cards or issue fresh ones.

Malware is malicious software program that include viruses, worms, Trojans and any other threads that damages computer
systems at ATMs or bank servers, and allows hackers to steal confidential credentials of users and whenever user swiped
their cards at an allegedly compromised ATM it is possible that data on card along with security PIN to be transmitted to
hackers and then they use it illegally.

PROPOSED SOLUTION

To overcome the security problem of digital payment and to encourage cashless economy Government along with RBI
adopts some important technologies and include them in Online Payment Policy, which secure digital payment more
sufficiently. For example

e Encryption: - Encryption is basically a process of converting confidential data and information in a form
of code, which prevent from unauthorized access. Whenever we make online payment the first question
arises in our mind that ‘is online payment safe and by how much?’. However most online payment
accepters use an encryption mechanism to secure user personal and payment information. There are various
types of encryption technique are in use which prevent unauthorized access or stealing of user payment
data like RSA(Rivest-Shamir-Adleman), Triple DES(Data Encryption Standard), Blowfish encryption,
AES(Advanced Encryption Standard), etc.

o Digital Signature: - The parties involved in online payments, transactions should use digital signatures in
order to ensure authentication of transactions.

e Firewalls: - Firewalls simply means secure a system or network from unauthorized access. Firewalls can
be used to filter the incoming or outgoing traffics based on a set of security rules called as Firewall
Policies. Firewalls policies can be of three types

1. Acceptance: Permitted the user after passing through firewall.
2. Dropped: Not allowed through with no indication of failure.
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3. Rejected: Not allowed through accompanied by an attempt to inform the sources that the packet
was reject.
To reduce the possibility of vulnerability there are two fundamental approaches to create firewall policies
1. Black list approach
2. White list approach

ADVANCED SECURITY OPTION

» Secure Sockets Layer (SSL) protocol: Secure Sockets Layer is developed by Netscape Communications
Corporation in 1994 to secure online transactions. Secure Sockets Layer (SSL) is a standard security technology
for establishing an encrypted links between a server and a client—typically a web server (website) and a
browser, or a mail server and a mail client (e.g., Outlook). Generally, data sent between web server and browser
is a plaintext. A plaintext is a normal text that is sends to receiving system after encrypted into cipher text by
applying encryption algorithm. At receiving unit the receiver decrypt this cipher text using decrypted algorithm
so they read the message or information.
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!

Fig 1- Encryption, (Source- google.com)

However SSL provide more secure way to transfer sensitive information like credit card details, user login
credentials, bank account details etc. SSL is a moreover, a security protocols, a protocols that defines how the
algorithm work behind it. SSL provide a two way mechanism for the encryption of both the link as well as the data
which is being transmitted. It provides a well environment where all browsers can interact with a secured web
server, but there is a condition for their interaction, that is both the web server and the browser need SSL Certificate
to established connection. SSL secure millions of confidential and sensitive information of user especially when
they do online transaction or in other words called digital payment.

Working of SSL

e When a browser attempts to create a connection with a SSL secured website then a SSL connection is established
between browser and web server using a process called “SSL Handshaking”. This process is hidden from the user
and it happens instantaneously.

e For creating a SSL connection three keys are used: Public key, Private key and Session key, so the plaintext can
only be encrypted with the public key and only be decrypted with the private key and vice-verse.

e Encryption and decryption of plaintext to cipher text and vice versa using public key and private key consume lot of

processing power, so they are only used during the SSL Handshaking to create a symmetric Session key. After the
successfully establishment of SSL Handshaking connection, this session key issued to encrypt all the transmitted data.
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Fig 2- Secure Socket Layer (SSL), (Source- usonyx.net)

1. Browser requests the web server or website which is secured with SSL protocols to identify it and create a SSL
connection.

2. Server sends a copy of its SSL certificate along with server’s public key to browser to make connection.

3. Browser checks the certificate root against all the necessary trusted protocols and if the browser trusts the
certificate then it made a connection, encrypt, and sends back a session key by using server’s public key.

4. Server decrypt the session key with the help of available private key and sends back an acknowledgement with
encrypted session key to start encrypted session.

5. After successfully started session, Server and Browser are how able to encrypt all data with the session key,
now there is no need of public key and private key.

» Transport Layer Security (TSL) Protocol: After the success of SSL protocol, the Internet Engineering Task Force
(IETF) decided to develop a standard protocol in the name of SSL 3.0 which later becomes as TSL protocol. It has
same functionality as SSL but with slighter more advanced. It provides more secure internet transaction between
web and browser. Other than that it also used in other application protocols, such as File Transfer Protocol (FTP),
Lightweight Directory Access Protocol (LDAP), and Simple Mail Transfer Protocol (SMTP). Transport layer
protocol provide more secure user authentication, data encryption, server authentication, data integrity.

Key Point related to TSL

1.

w

TSL uses Hashing for Message Authentication Code (HMAC) algorithm which overrides the SSL Message
Authentication Code (MAC) algorithm.

HMAC produces more secure hashes than the MAC algorithm.

It includes many new alert messages.

In TSL, instead of including all certificates we can work by using intermediate authority only.

TLS specifies padding block values that are used with block cipher algorithms.
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Fig 2- Transport Layer Security (TSL), (Source- hpbn.co)

Benefits of TSL

Interoperability: TSL works on almost type of operating system like Microsoft Window, UNIX, and Sun Solaris
etc. It also supported for every browser such as Microsoft Internet Explorer, Netscape Navigator.

Algorithm Flexibility: It provides option for like user authentication, encryption algorithm, and hashing algorithm
for secure connection.

Ease of deployment: It can be easily deployed on the system by select the checkbox, if the server has server
certificate installed.

Ease of use: TSL is used beneath the application layer so it is completely hidden from the client and so protected
from attackers.

Secure Electronic Transaction (SET) Protocol: Secure Electronic Transaction protocol is a method for secure
financial transaction on the Internet. It has capabilities to operate in both condition real times as well as on the
Internet. It is supported by Microsoft, Netscape, Visa, MasterCard and many others.

Key points:

e With SET, an electronic wallet or also called digital certificate is giver to user and when user made a
connection it is verified using the combination of digital certificates and digital signature in a way that
ensure privacy and confidentiality.

e SET uses the Microsoft’s Secure Transaction Technology (STT), Terisa System’s Secure Hypertext
Transfer Protocol (S-HTTP) and Netscape Secure Sockets Layer protocol (SSL).

e It does not uses the all the concept of public key infrastructure (PKI).

e SET must follow certain criteria for secure transaction such as

1. Confidentiality: Confidentiality simply means other cannot monitor exchanges.
2. Integrity: Integrity means identical, what message received is same as what user sent.

3. Authenticity: It means you must be self-possessed before making any type of transaction with
others.

4. Non-Reputability: You must assure that receiving parties cannot deny from the transaction.

The SET protocol has three principle features:

o All confidential information and credential of user which is sent between the three parties must be
encrypted.

e All the three parties must authenticate themselves with digital certificates.
e  Customer's card number is never seen by merchant in plaintext.
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CONCLUSION

However, the initiative taken by the Government of India to scrape the old currency is shock the economy but it very
helpful in creating awareness about digital payment among the people and due to this more people shifting towards
cashless economy and adopting digital as their first choice and participate in the Government vision to make India
Cashless and Smart. But the security issue must be taken seriously by the Government and RBI as well as Cyber
Security of India and keep updating the Cyber Security Framework must be implemented strictly and in a timely
manner. Cyber experts also suggest the effective way to handle cyber attacks.
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