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Abstract — The Digital data is widely transferred over the internet due to which it may get effected by the intervention
of intruders, data tampering, unauthorized access etc. Thus to fulfill the need of data security the cryptography comes to
the existence and accepted worldwide. Cryptography is a mechanism to encrypt the data in non-readable format by using
a key which is only known to the sender and receiver of the information. This study develops a new encryption based
cryptography approach for securing the information of the images. The proposed approach is a combination of two
prominent security methods i.e. Diffie Hellman key generation mechanism, Huffman Encoding technique and XOR
operation is also used to compressed data and diffie permuted key to achieve the encrypted file. This mechanism provides
two-level security to the images by firstly compressing the image and then encrypting it by using XOR operation. In order
to approve the proficiency of the work the present technique is compared with the chaotic-ANN encryption technique in
terms of NCPR, UACI, correlation, PSNR, MSE and Entropy. The evaluated NCPR of present method is 100, UACI
is52.526 and Entropy is 7.9948.
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I. INTRODUCTION

Generally, the cryptography is a tool that used the encryption of digital documents in order to ensure the security of
the information. It protects the information from unauthorized users by converting it to the unreadable format. The basic
idea of cryptography is to achieve the secure data sharing over the public network. Only those users who have the private
key can only encrypt or decrypt the information.

Cryptography can be applied to the medical images in order to retain the integrity and privacy of the embedded
information on the images. The potential of the cryptographic mechanism relies upon the length of the encryption key. If
any of the encryption mechanism satisfies the following defined criteria only then it is said to be computationally secure.

a. It charges more for breaking the cipher text in comparison to the conversion of actual text to cipher text.

b. The time required to convert the cipher text to plain text should be exceeds the useful lifetime of the information

The basic idea of cryptography is to change the original message in such a format that it could not be recognized by
unauthorized user. It is beneficial to retain the confidentiality of the secret information.
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Figure 1. Cryptosystem [16]

The figure 1 depicts the process that is followed by cryptosystem to crypt the data. The essentials of discrete
cryptosystem are defined below:

» A set of original message which is known as plain text (P).

» A set of Cipher Text which is defined by C.

» A set of keys that are used for encryption and decryption process and symbolized by K.

» A possible encryption and decryption framework which is depicted by E and D.
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Techniques Used:

Diffie —Hellman Algorithm: It is specifically used for sharing the keys which are used for cryptography. It is oldest
method which is applied for securing the key sharing. In deffie Hellman algorithm it is not necessary for the sender to
have any knowledge regarding receiver of the message.

Huffman Coding: In Huffman encryption method all the pixels are considered as symbol. This technique is
implemented on the basis of the frequency for which data repeating it. The symbols associated with high frequency are
allocated with least number of bits and on the other hand the symbols that are associated with low frequency are allocated
with large number of bits. This encoding method is comprised of code book. The code book contains all the codes used
for generation of image. The encryption method operates in following way.

Disintegrates the image into 8x8 blocks.

All the pixels and block are considered as a symbol i.e. to be coded.

Calculate the Huffman codes for set of pixels.

Finally, encrypt the symbols.

Y VYVY

Il. PROBLEM FORMULATION

Cryptography is a technique that consists in encrypting the digital document to ensure security in the intended
service. Several techniques and imaging models have been proposed by many researchers. These models have proven to
be successful in diagnosing many of the problems as copywriting integrity etc. However, these techniques are often
insufficient or inconclusive due to the complexity of the models or the limitation of the imaging techniques themselves.
The main problem of these endeavors arises when managing the integrity and confidentiality of data on the internet
against pirates. Several solutions based on the use of access control techniques exist, but they remain elusive. Hence, the
appearance of cryptographic techniques in order to ameliorate the security control of the network in which those images
are shared. In the literature review it was seen that a new approach with the logistic mapping with chaotic and ANN was
proposed, it was simple to implement as complexity reduction was the major objective of work but still it was concluded
that the use of Logistic Map (LM) has some flaws such as periodic windows in bifurcation diagram and a limited range
of key space, there is to overcome these drawbacks so a new approach for the process is to be introduced in the model
and enhance the system for the security purpose.

I1l. PROPOSED WORK

It was concluded that the use of Logistic Map (LM) has some flaws such as periodic windows in bifurcation diagram
and a limited range of key space, there is to overcome these drawbacks so a new approach for the process is to be
introduced. In the proposed work for overcome the limitation of the LM approach an Deffie Hellman with permutation
for the key generation is used along with that an data compression approach using Huffman techniques for reducing the
data size will be done which will provide reduced data for space utilization and the security as data will get encoding too
by using Huffman.

For enhancing the security along with this XOR operation is applied to the compressed data and secret key to
observe the encrypted data. This will provide 2 levels of security of the data, as first level with compression and encoding
using Huffman and second level with the XOR operation the key and encoded data is combined to get the encrypted file.

Proposed Methodology:

1. Select Image
First step of the proposed work is to input the digital image so that further encoding can be applied to it. If the input
image is of RGB format then firstly it has to be converted in grayscale format.

2. Apply Huffman Encoding

After selecting the image the next step is to apply the Huffman encoding to the selected image. The Huffman encoding is
security technique that is specifically used in proposed work to compress the image size without losing its original
information.

3. Generate Key
After encoding the image next step is to generate the key by using the diffie key generation technique. The generated key
is further used for encryption process.

4. Encrypt the data

In this step the permutation is applied to the diffie key generation algorithm. The encryption of the data is done by
performing the XOR operation on encoded image and key which is generated by using diffie key generation in previous
step.

5. Encrypted Image: After performing the XOR, at last the encrypted image is obtained.
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Figure 2. Framework of Proposed Mechanism
Performance Parameters:
1. Histogram:

A histogram is a graphical formation of the distribution of numerical data. It is an approximation of the probability
distribution of a constant variable. To build a histogram, the first step is to split the intact series of values into series of
intervals and then count no. the values fall into interval. The intervals must be adjacent, and are often of equal size.
Image histograms show frequency of pixels intensity values. In image histograms, it has two axes one is x-axis and other
is y-axis. The x-axis shows RGB level intensity and y-axis shows frequency of these intensities. The x-axis shows that
range of pixel values. The histogram shown in this work has two axis graphs on which the x axis stands for number of
pixels in the histogram of the image and the y axis stands for the number of count. Histogram shows the numerical values
of red, green and blue layers with respect to 2000 counts.

2. NCPR: It depicts the variations in pixel rate value in cong?:st tj? the encrypted image. It can be evaluated as follows:
i j
NCPR = vk 100% ....... (1)

i.j

3. UACI: It is evaluated to depict the intensity ratio with respect to the C1 and C2 (represents the two cipher images)
whereas the related original image is different with respect to single pixel only.

DACT =

% 100% .....(2)

W=l T

o]
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Here in equation (5) , T depicts the total number of pixels corresponding to cipher image W and L.

4. CORRELATION: Following formulation is used for evaluating the correlation among two images:

N
1
E(x) = E; PSR )

cov (x,y)

L&
covix, v) =E2{x[—5(ﬂ{jﬁ —E(y))....(3)
R

. = covr(x,v) )
D), Dly

5. ENTROPY: To evaluate the entropy value of the images the following equation is used:
-1

1
Him) = ; nlm)og, m{?}l

6. Mean Square Error (MSE): This is a parameter which is used to evaluate the degradation level of the system.

The value of the MSE represents the acceptable value of minimum error in the system.
m—1n—1

MSE = ﬁ Z Z[I{i,j] e L7 )] Y £ : )

i=0 j=0
7. Peak Signal to Noise Ratio: This parameter replicates the existence of error corresponding to the information in the
current signal. In medical images the approximately 50 dB PSNR is acceptable, whereas in simple images this value is 30

dB.
PSNR = 10L (-1 dB
= G —
D10 MSE

IV. RESULTS
This section provides an overview to the results that are obtained after implementing the proposed cryptographic
mechanism in MATLAB simulation platform. The experiments are done by using the Lena image. The figure 3
illustrates the considered plain image of Lena.

Original Image

Recower Image

Figure 3. Original Image Figure 4. Recovered Image

The graph in figure 5 represents the histogram of original image. In this graph the x axis ranges from 0 to 300
and y axis starts from 0 and ends at 1000. The histogram defines the pixel count in original image.
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Figure 5. Histogram of Original Image

After generating the histogram of original image, the compression is applied to the image by using Huffman
compression technique. The graph in figure 6 portrays the histogram of compressed image.

Histogram of Compressed Image
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Figure 6. Histogram of Compressed Image

The Huffman compression technique compressed the original information in such a way that the originality of
the information remains constant or in other words it is a lossless compression mechanism.
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Figure 7. Histogram of Encrypted Image

The XOR operation is applied to the compressed image in order to make it highly secure from unauthorized
access or alterations. The histogram represented in figure 7 shows the values of the pixels in the encrypted image. As it
can be evaluated from the graph of figure 6 that the spikes of the histogram are quite high in comparison to the histogram
of original image which replicates that it is not possible to recognize the originality of the image from the encrypted
image.

The comparison graph in figure 8 represents the contrast of proposed and traditional work in terms of NCPR.
From the graph it can be observed that the NCPR of traditional (Chaotic-ANN) is 99.43 whereas the NCPR of proposed
work is 100. It proves that the proposed work has highest value of NCPR thus it leads to the best and reliable results.
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Figure 8. NCPR of Chaotic ANN and Proposed Work

The graph in figure 9 defines the comparison of Chaotic-ANN and present work on the basis of the UACI parameter. The
UACI of Chaotic-ANN is 33.7 and for proposed work it is 52.526. The UACI of the proposed work is higher is
comparison to the chaotic-ANN.
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Figure 9. UACI of Chaotic-ANN and Proposed work

The graph in figure 10 illustrates the value correlation among the plain and cipher image in case of proposed and
Chaotic-ANN. The correlation of chaotic-ANN is 0.00537 and -0.106.02 is for proposed work
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Figure 10. Correlation of Chaotic-ANN and of proposed work

The comparison graph in figure 11 shows the comparison of entropy value for proposed work and traditional
work. The entropy of proposed work is greater than the entropy value of chaotic-ANN mechanism.
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The graph in figure 12 is draw on the basis of the mean square error of the work. The obtain value of MSE in
proposed work lies at 3.1*10* which is quite better. Mean Square Error is evaluated to analyze the overall average of the
error.
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Figure 12. MSE of Proposed Work

The graph in figure 13 depicts the peak Signal to Noise ratio of the proposed work. Peak Signal to Noise Ratio
is used to evaluate the existence of signal with respect to noisy content. The x axis in the graph shows selected image and
y axis shows the value of PSNR which ranges from 0 to 35. The graph represents that the PSNR of the proposed work is
near by 33.
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Figure 13. PSNR of proposed work
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Table 1 Comparison of Proposed work with Chaotic ANN

Parameters Choatic ANN[1] Proposed Work
NCPR 99.43 100
UACI 33.7 52.526
Correlation 0.00537 -0.10602
Original Image _ 7.1691
Entropy |  CNcrypted 7.99 7.9948
Image
Compression Ratio _ 0.90038

V. CONCLUSION

Cryptography or image cryptography is a approach used for providing the security to the images in order to
make them secure from various attacks such as unauthorized modification or data tampering etc. This study has been
specifically conducted to develop a novel encryption based image cryptographic mechanism based on two different
security enhancement mechanism i.e. compression and encryption. For the purpose key generation, the Diffie-Hellman
mechanism is applied and Huffman encoding method is applied for reducing the image size without losing any content.
Then the compressed image is encrypted by using the XOR operation on compressed data and generated key. This work
provides two level securities to the images firstly by applying compression and then encrypting the compressed image.
To measure the proficiency of proposed work over traditional the simulation is done by using the Lena image. The result
section depicts the outcome that is observed after implementing the proposed work and after seeing the results it is
concluded that the proposed work achieves the highest NCPR, UACI and Entropy value in comparison to the chaos-
ANNTJ1] based encryption mechanism. The result section proves that the proposed work outnumbers the traditional work
in means of various performance parameters.

It is observed that due to using three various methods the complexity of the proposed work has been increased
therefore in future more enhancements can be done to reduce the complexity of the system.
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