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Abstract — A wireless sensor network (WSN) consists of spatially distributed independent autonomous sensors that
monitor physical or environmental conditions, such as temperature, sound, pressure, etc. They cooperate with each other
and pass their sensor activity information to each other. The development of wireless sensor networks was inspired by
military applications like battlefield surveillance, etc. Today such networks are being used in many industrial and
consumer applications, like industrial process monitoring and control, machine health monitoring, and so on. Many
algorithms are already developed for obtaining security and privacy preservation in wireless sensor network but they
have many limitations. Wireless Sensor Networks (WSN) has many advantages in real-world applications, but it is also
prone to various vulnerabilities. The threats faced by these networks are similar but are not limited to the threats seen in
simple network of computers or Internet. Due to vulnerabilities on WSNs the malicious attacker node can access
sensitive information that is transferred among the sensor nodes without encryption. One way to avoid this is to encrypt
the data being transferred from source to destination. This provides privacy because malicious users cannot read
encrypted data. There are many already designed and tested encryption algorithms to achieve this. In this paper, we have
surveyed and compared some of those encryption algorithms.
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. INTRODUCTION

A wireless sensor network (WSN) consists of spatially distributed autonomous sensors to monitor physical or
environmental conditions, such as temperature, sound, pressure, etc. and to cooperatively pass their control of sensor
activity [1]. The development of wireless sensor networks was motivated by military applications such as battlefield
surveillance; today such networks are used in many industrial and consumer applications, such as industrial process
monitoring and control, machine health monitoring, and so on. But wireless sensor networks are vulnerable to many
attacks and threats. Many algorithms are already developed for security in wireless sensor network but with many
limitations. The attacks on WSN prove to be even more destructive than those on internet or other ad hoc networks [1].

The reason is the WSN consists of nodes with very limited resources whereas the attacker may have very powerful
attacking (malicious) resources such as laptops with wireless LAN capability, long range wireless communication
capability etc. Therefore security in WSN is a major issue.

The security techniques of the normal computer networks cannot be implemented in WSN because of limited
resources. Considering, for example, the asymmetric cryptographic algorithm like RSA cannot be used for encryption
because the memory of a typical sensor node is not sufficient enough to hold even the variables for its implementation.
Even if memory is allowed the computation time would be enormous.

To worsen the situation the power available with a sensor node is also very small and the node may even entirely
consume its energy in a single computation. So we understand that the normal computationally heavy algorithms of
Security can’t be applied on WSN which has limited resources.

Therefore, we need light weight cryptographic algorithms to provide encryption and decryption of information in
WSN [1]. In this paper we surveyed and compared symmetric algorithms because asymmetric algorithms are not feasible
to implement in WSN. Symmetric algorithms provide encryption and decryption using the same key.

1. SECURITY ISSUES IN WSN
The wireless nature of the WSN and its resources limitations make them vulnerable to several types of attacks.
Such attacks can be carried out in a variety of ways; common types of attacks are the denial of service attacks
(DoS), traffic analysis attacks, eavesdropping, physical attacks, etc [1].
Spoofed, Altered, or Replayed Routing Information - By spoofing, altering, or replaying routing information, the
adversaries could potentially create routing loops, attract or repel network traffic, lengthen or shorten routes,
generate fake error messages, partition the network, increase node to node latency[2].
Selective Forwarding Attack - Malicious nodes could prevent forwarding certain messages or even discard them;
consequently, these messages would not propagate through the network [2].
Sinkhole Attack - The goal of the adversary is to attract all the traffic to a certain area or the network through a
compromised node, creating a sinkhole [2].
HELLO Flood Attack - Some protocols require nodes to send HELLO packets to advertise themselves to their
neighbors. If a node receives such packet, it would assume that it is inside the RF range of the node that sent that
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packet. However, this assumption could be false because a laptop class adversary could easily send these packets
with enough power to convince all the network nodes that the adversary is their neighbor. But the transmission
power of those nodes is much less that the adversary’s, thus the packets would get lost, and that would create a
state of confusion in the sensor network [2].

IIl. SECURITY REQUIREMENTS
Confidentiality - Confidentiality ensures the concealment of the message from an attacker so that any message
communicated via the sensor network remains confidential [3].
Authentication - Authentication ensures the reliability of the message by identifying its origin. By authenticating other
nodes, cluster heads, and base stations before granting a limited resource, or revealing information [3].
Integrity - Integrity ensures the reliability of the data and refers to the ability to confirm that a message has not been
tampered with, altered or changed while on the network [3].
Availability - Availability ensures the services of resources offered by the network, or by a single sensor node must be
available whenever required [3].

V. RELATED WORK
In [7] LEE is a 64-bit block Feistel Network with a 128-bit key and a suggested 32 rounds. The Feistel Function is based
on fixed length rotation and shift operations, XOR and addition modulo 232, In LEE, as in other Feistel type of ciphers,
the plain text block is split into two halves, Lo and Ro. Each half is used to encrypt the other half over 32 rounds of
processing and then combine to produce the cipher text block. Therefore, the original input of the algorithm (i.e. plain
text) is P = Lo.Ro and the final cipher text is C = L32.R32.
In [8] TEA (Tiny Encryption Algorithm) and its related variants (XTEA, Block TEA, XXTEA) are symmetric key block
ciphers designed for modern 32-bit word architecture. The emphasis of TEA is on small code size and easy
implementation with typically few lines of codes. It uses a large number of iterations rather than a complicated algorithm.
All TEA and its variants are based on the Feistel structure, every TEA cycle consists of two Feistel rounds. TEA and
XTEA operate on two 32-bit words as a 64-bit data blocks with a 128-bit key, therefore all operations are done in 32-bit
words. Block TEA and XXTEA operate on variable-length blocks of arbitrary multiples of 32 bits size. The advantage of
Block and XXTEA is that it eliminates the need for using a mode of operation (CBC, OFB, CFB, OCB etc.) on messages
larger than one block. i.e., they can be applied directly to a complete message.
In [8] TREYFER is a 64-bit block cipher with 64-bit symmetric key. It is aimed at applications with extremely limited
resources, e.g. smart card and is designed to be very compact (less than 50 bytes of code on an 8051 microcontroller with
assembler language). It can be executed on a very constrained architecture, for example an 8051 microcontroller with
typically 1 KB flash EPROM, 64 bytes RAM, 128 bytes EPROM and a peak instruction rate of 1 MHz. TREYFER is
designed to use only byte operations and requires fixed bit rotations and modulo 256 additions.
In [8] RC5 is a symmetric encryption algorithm with a block size of 32, 64, or 128 bits. The key length ranges from 0 to
2040 bits. RC5 encrypts two-word blocks, for example a 32-bit block has a word size of 16-bit. The maximum number of
RC5 rounds is 255, but typically 12 rounds encryption/decryption algorithm is suggested. RC5 has a simple structure
similar to a Feistel structure. Instead of half of a block being updated as in the classic Feistel structure, both halves are
updated in each RC5 round [6]. RC5 uses only three primitive operations: modulo 2n addition or subtraction (n is the
word size), XOR, and circular rotation. The encryption/decryption algorithm is very simple and can be implemented in
few lines of codes. These characteristics make RC5 suitable for both hardware and software implementations.
In [10] AES algorithm is a symmetric block cipher that processes data blocks of 128 bits using a cipher key of
length 128, 192, or 256 bits. Each data block consists of a 4x4 array of bytes called the state, on which the basic
operations of the AES algorithm are performed.
The proposed algorithm in [10] differs from conventional AES as it has 200 bits block size and key size both.
Number of rounds is constant and equal to ten in this algorithm. The key expansion and substitution box
generation are done in the same way as in conventional AES block cipher. AES has 10 rounds for 128-bit keys, 12
rounds for 192-bit keys, and 14 rounds for 256-bit keys.
In [11] Blowfish is a 64-bit block cipher with a variable length key. It defines 2 distinct boxes: S boxes, a P box and
four S boxes. Taking into consideration the P box P is a one-dimensional field with 18 32-bit values. The boxes
contain variable values; those can be implemented in the code or generated during each initialization. The S boxes
S1,S2, S3, and S4 each contain 256 32-bit values.
In [12] the modified DES encrypts 64-bit blocks with a 56 bit key K. after an initial permutation of the bits, a
plaintext block goes through 16 iterations (rounds) of a complex function and then passes through a final
permutation that yields the cipher text block. During each round i, the right half of the block is expanded to 48 bits
and XORed with a 48 bit internal key Ki derived from K. the result then passes through 6 s-boxes which are
nonlinear substitutions results 32 output bits from 8 input bits.
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V. COMPARATIVE ANALYSIS [19]

Sr. | Algorithm Block Key Evaluation
No. Size Size
(Bits) (Bits)
1. DES 64 56 Insecure block
cipher [6]
2. AES 128 256 Better than DES
3. Blowfish 64 32-448 Better than all
(128 by | other algorithms
default) [14]
4, RC5 32,64 0r | 0-2040 | Simple and easy
128 bits bits to implement
5. TEA 64 bits | 128 bits Small sized
6. | TREYFER | 64 bits 64 bits Very compact
7. LEE 64 bits | 128 bits Very fast and
light weight

Table 1 Comparative Analysis

VI. CONCLUSION
After studying various algorithms we conclude that, Blowfish and LEE are the best encryption algorithms for providing
confidentiality in wireless sensor networks. These are light weight and are feasible to implement. Wireless sensor
networks have limited resources, so it is important that the encryption algorithms are light weight. Blowfish and LEE
have smaller block size and key size. These two are easy to implement. Blowfish and LEE provide better security in
wireless sensor networks. Therefore, these two are more efficient cryptographic algorithms in wireless sensor networks

[71.
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