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Abstract — Attribute-based cryptography (ABE) has been wide utilized in cloud computing wherever a knowledge 

supplier outsources his/her encrypted knowledge to a cloud service supplier, and might share the info with users 

possessing specific credentials (or attributes). However, the standard ABE system doesn't support secure deduplication, 

that is crucial for eliminating duplicate copies of identical knowledge in order to avoid wasting space for storing and 

network information measure. During this paper, we tend to gift Associate in nursing attribute-based storage system with 

secure deduplication during a hybrid cloud setting, wherever a personal cloud is to blame for duplicate detection and a 

public cloud manages the storage. Compared with the previous knowledge deduplication systems, our system has 2 

benefits. Firstly, it may be wont to confidentially share knowledge with users by specifying access policies instead of 

sharing coding keys. Secondly, it achieves the quality notion of semantic security for knowledge  confidentiality whereas 

existing systems solely accomplish it by shaping a weaker security notion. additionally, we put forth a technique to 

change a ciphertext over one access policy into ciphertexts of an equivalent plaintext however underneath alternative 

access policies without revealing the underlying plaintext. 
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I. INTRODUCTION 

 

Cloud computing greatly facilitates knowledge suppliers WHO wish to source their knowledge to the cloud while not 

revealing their sensitive knowledge to external parties and would really like users with bound credentials to be ready to 

access the info. this needs knowledge to be keep in encrypted forms with access management policies such nobody 

except users with attributes (or credentials) of specific forms will decipher the encrypted knowledge. associate 

cryptography technique that meets this demand is named attribute-based cryptography (ABE), wherever a user’s non-

public key's related to associate attribute set, a message is encrypted below associate access policy (or access structure) 

over a collection of attributes, and a user will decipher a ciphertext with his/her non-public key if his/her set of attributes 

satisfies the access policy related to this ciphertext. However, the quality ABE system fails to attain secure deduplication, 

that may be a technique to save lots of space for storing and network information measure by eliminating redundant 

copies of the encrypted knowledge keep within the cloud. On the opposite hand, to the simplest of our data, existing 

constructions for secure deduplication are not designed on attribute-based cryptography. yet, since ABE and secure 

deduplication are wide applied in cloud computing, it'd be fascinating to style a cloud storage system possessing each 

properties. 

 

II. LITERATURE SURVEY 

 

According to literature survey after studying various IEEE paper, collected some related papers and documents some of 

the point describe here: 

1. Paper name: Attribute-Based Encryption With Verifiable Outsourced Decryption 

Author: Junzuo Lai, Robert H. Deng, Chaowen Guan, and Jian Weng 

Description: ABE is flexible access control of encrypted data stored in the cloud, using access polices and 

ascribed attributes associated with private keys and ciphertexts. 

 

2. Paper name: Improving Security and Efficiency in Attribute-Based Data Sharing  

Authors: Junbeom Hur 

Description: The performance and security analyses indicate that the proposed scheme is efficient to securely 

manage the data distributed in the data sharing system 

 

3. Paper name: A Ciphertext-Policy Attribute-Based Encryption Based on an Ordered Binary Decision Diagram  

Authors: Long Li, Tianlong Gu, Liang Chang, Zhoubo Xu, Yining Liu, Junyan Qian  

Description: Improves potency and capability within the expression of access policies, however conjointly 

reduces the most computation of the KeyGen rule, the scale of secret key and also the main computation of the 
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decipher rule to constants, so pruning their relationships with the quantity of attributes. Besides, the potency of 

the code rule and also the size of ciphertext also can be improved. 

 

4. Paper Name: ClouDedup: Secure Deduplication with Encrypted Data for Cloud Storage  

Author: Pasquale Puzio, Refik Molva, Melek  Onen, Sergio Loureiro   

Description: A secure and economical storage service that assures block-level deduplication and  

knowledge confidentiality at an equivalent time. though supported oblique coding, ClouDedup remains secure 

because of the definition of a element that implements a further coding operation associate degreed an access 

management mechanism. 

5. Paper Name: A Secure Cloud Backup System with Assured Deletion and Version Control 

Author: Arthur Rahumed, Henry C. H. Chen, Yang Tang, Patrick P. C. Lee, and John C. S. Lui 

Description: In this paper  particular file save data accordingly to container but same data or  duplicate data  

save in another container .To access duplicate data that time proof-of-ownership concept is used 

 

III.EXISTING SYSTEM 

 

In the prevailing the cloud service supplier, and might share the information with users possessing specific 

credentials .In the prevailing system the quality ABE system doesn't support secure deduplication, that is crucial 

for eliminating duplicate copies of identical information so as to avoid wasting cupboard space and network 

information measure. 

 

IV.DISADVANTAGES 

 

System doesn't support secure de-duplication 

             Access policies while not revealing the underlying plaintext. 

Existing systems solely accomplish it by process a weaker security notion 

 

V.PROPOSED SYSTEM 

In the planned system associate attribute-based storage system with secure De-duplication .De-duplication 

during a hybrid cloud environment, wherever a personal cloud is chargeable for duplicate detection and a public 

cloud manages The storage. planned system Compared with the previous information de-duplication systems. 

As our system support high security and potency, additionally as our system to boot file transfer upload file by 

specifying period and access policy. 

 

VI.SYSTEM DESIGN 
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VII. ADVANTAGES 

 

We give an attribute-based storage system 

We propose an approach supported 2 cryptanalytic primitives, as well as a zero-knowledge proof of knowledge  and a 

commitment theme, to attain information consistency within the system. 

Time based mostly and access policy is given by original owner of file UN agency transfer the information. 

 

 

VIII. CONCLUSION 

 

In proposed system owner transfer the file with the attributes and access policy, accessing time, then transfer file check 

for weather file is duplication or not. once this if file is duplicate then owner of the get proof of possession and if file is 

original then store on cloud and once user request for file attribute authority can check the attributes of user then solely 

user can get key to access the file from cloud. 
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