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Abstract — Cloud computing has a great potential to enhance productivity and reduce costs , hence many users are
preferring it over various traditional technologies, but at the same time it gives rise to many security risks and challenges
such as theft of data , data leakage and denial of service. Hence using single cloud is becoming obnoxious and the
concept of multi-cloud is gaining popularity. This paper demonstrates use of DNA based cryptography to ensure secure
data storage on multi-cloud.
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l. INTRODUCTION

Cloud computing is gaining immense popularity but has many security risks and challenges associated with it.
Due to service availability failure risks and possibilities of malicious attack, use of single cloud is becoming less likely
favoured. Upcoming solutions include multi-cloud technology.

By dividing the data block into parts and distributing them among the various cloud service provider (CSP), better
security aspects can be achieved. Each divided parts can be further protected by utilizing interesting features of DNA
sequences.

Deoxyribonucleic acid [DNA] is a long polymer made from nucleotides. The double helix structure of DNA was
first discovered by James Watson and Francis Crick. The DNA structures comprises of two helical chains. This helical
structure contains four nucleotides namely Purine Adenine (A), Pyrimidine Thymine (T), Pyrimidine Cytosine (C),
Purine Guanine (G).

Watson-Crick Base Pairing Rules:

To convert binary data into nucleotides as a DNA sequence, the base pairing rules are used. Synthesizing
nucleotides naturally is done by constant rules:

* Purine Adenine (A) always pairs with the pyrimidine Thymine (T).

* Pyrimidine Cytosine (C) always pairs with the purine Guanine (G).
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Fig. 1. Base Pairing Rules

DNA in Computing Area:
To increase the complexity and reduce risk of intrusion attack, universal rules can be modified. For Example,
naturally C is synthesized to G while we can assume C to A or G or T or C itself.

Il. SYSTEM MODEL.

The proposed conceptual architecture is three—tier architecture. The first tier is user, second is application
provider (server), and third is cloud service provider (CSP).

The client i.e. user interface level is readily developed interface which is capable to register, upload files,
retrieve saved files, delete previously saved file and even update its own information as and when required. The system
proposes to process the encryption algorithm at client side by using its own resources to enhance data security and
reduce load on the server. This gives additional advantage to the model proposed.
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The second tier, application provider is a server handling the incoming requests and outgoing replies from and
to the clients. It plays vital role of an interface between clients and cloud service provider. It is even responsible for file
segmentation.

The cloud service provider gives storage space so that the clients can store their critical data. As client does not
have direct access to this storage space, so it’s difficult to crack this system. The security levels are discussed in next
sections.

I1l. PROPOSED METHODOLOGY
The system provides access to store and retrieve critical data over cloud for registered clients. In order to provide
security, data hiding is achieved by strong mean namely DNA encryption followed by file segmentation algorithm.

A. Embedding Secret Data:
The embedding phase is divided into three successive sub-phases. The Figure 2 shows all the phases in brief.

Data

|

D = Binary format

1 Binary bits -> Nucleotide

D’ = Nucleotide Sequence

1 Nucleotide Compliment

D” = Compliment Sequence

l Indexing

D"’ = Secret Data

Fig. 2. Embedding Process

Let D be the binary format of data which client has to upload over the cloud space. The first phase is responsible
for using DNA base pairing rule to produce D’, which is nucleotide sequence. Base pairing rule is applied to convert
binary bit pairs to representing nucleotides.

The second phase applies the DNA complimentary rule. Because of this phase the complexity of hidden data is
increased. The product of this phase is D’ produced from D’.

The role of third phase is to extract the index of the nucleotide couple from the DNA reference string. All the
DNA nucleotide couples in D’ are replaced by their respective indexes to form secret data D””’.

DNA Reference Sequence:
CA]_ATZTG3CC4GG5CG6CT7AG8GT96A10AG]_1TC12CA13 GC14AA15TA16TT17AC18TG1QCT20

Data=N

D =01001110

SUb-phaSEl (A= 00, C=01, G= 10, T= 11)* D’=CATG
Sub-phasheZ ((AT) (CA) (GC) (TG))- D= ATGC
Sub-phase3 (ngexes): D "= 0214

Secret data (D’*’) is sent to the server for further processing of file segmentation.

B. Extracting Original data:
While retrieving the original data from the secret data, the reverse algorithm is applied. Figure 3 shows the
extraction of original data in brief.
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Fig. 3. Extracting Process

Consider first phase which manipulates secret data (D’’”) which is in the form of decimal numbers. These
numbers are nothing but indexes of nucleotide couples in the DNA reference string. Replacing the indexes with their
respective couple produces D”’.

D’ is data in which every nucleotide represents the compliment of original nucleotide. Hence applying
complimentary rule D’ is obtained in second phase.

Converting D’ to D is the responsibility of third phase. D’ is nucleotide representation of binary pair. Hence
every nucleotide is replaced by its respective binary values.

DNA Reference Sequence:
CAlATzTG3CC4GG5CGeCT7AGBGTgGAloAGlchlchl‘g GC14AA15TA16TT17AC18TG19CT20

Sub-phasel (ngexes): D™= 0214

Sub—phasheZ ((AT) (CA) (GC) (TG))- D= ATGC
Sub-phasel (A= 00, C= 01, G= 10, T=11)- D’=CATG
D =01001110

Data=N

The original data is extracted from the secret data applying these phases successively.

C. File Segmentation

To increase complexity in data hiding the file is not stored as a whole on a single cloud. Multi-cloud technology
comes into existence. The file is divided into different parts which can be stored over different cloud spaces to give
immense security to client’s critical data.

Consider D’’’ = {0214}, here {02} and {14} can be stored on different cloud spaces. The data can even be

further divided and stored.
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Fig. 4. Multi-cloud architecture
To increase data availability different divided parts can be combined and stored such that even if at all any cloud
has failed still the data can be retrieved from the remaining clouds.

IV. CONCLUSION
The major drawbacks of single cloud architecture are the security challenges faced. A solution is provided by

applying DNA encryption for data hiding and dividing this critical data to be stored on multiple clouds. This technique
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has ability to provide more secured storage and the methodology discussed will help to build a strong security
architecture in cloud computing. It will definitely improve the data availability resulting in customer satisfaction.

V. FUTURE SCOPES
Many applications are moving to the cloud, so, it is possible to think of new applications that would use the
storage cloud as a back-end storage layer. The system software can be extended in the future to include Java Platform
Enterprise Edition technologies like JSP, Servlets along with other advanced functionalities such as storing and sharing
the data. Storing and sharing the data on cloud is much easy and secure with this proposed system. Data availability issue
will be solved completely in future as we are addressing.
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