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Abstract — Nowadays protecting Data is most preventing issue in mobiles devices. All computer related thing is going to
adopt portability. There is greater chance to be stolen mobile devices. We are going to constitute Rootkit which will work
in System App of mobile device. We will attempt to send location coordinate (GPS signals) using that Rootkit and Thief’s
inserted SIM card number to predefined destination number.
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I.  INTRODUCTION

Android is open sources and uses on daily basis. According to analysis, if thief stoles mobile, he always replacing
his own SIM card. In this research, we have designed such a mechanism of rootkit which detect new SIM card of thief and
send GPS coordinates and mobile number of thief via SMS using that SIM card covertly. A Destination address for SMS
will be predefined in rootkit.

Before Discussing Actual research, we have to go through basic knowledge of Android OS. Android source are
available at Git version control repository.

A. Android Architecture

Android Architecture is based on layered architecture. Each of depth level of layers have own permissions and
access. Android uses Java APl Framework contains all necessary functionalities required by Application layer. At lower
layer, android uses Linux drivers and Linux Kernel module. It also has native C and C++ library support and Android
runtime ART for effective compilation of java and xml integration in executable manner.
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Figure 1: Android Architecture [9]
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B. Android Permission and Linux Sandbox

Android uses Linux based sandbox .In Linux, Each processes have particular GID (Group ID) or UID (User ID).
Android is slightly different from Linux, it uses Aid (Android application id).As shown in Fig 2, PS shell command gives
all process which currently running in android. Here PID and PPID refer as process id and parent process id respectively.
Here if PID and PPID are same then both are refers from same process ID or we can say as same GID.

Android protects hardware resources, to achieve this goal it divides whole system in access privileges. This access
privileges are known as permissions. There are mainly three type of permissions.1.normal 2.dangorous 3.Signature.As
shown in fig 3, we have listed all permissions using pm list permission command.

In android, there is ANDROID_FILESYSTEM_CONFIG.h (fig 4) file which defines all type of static and dynamic
PIDs. In example, every system daemons and system services have predefined AID in android and All application which
installs by users have start AID from 10,000.

127} shell@arbonnz/ % ps
USER PID PPID VUSIZE RSS ICHA HAME
root ] 692 bk § /finit
root ] § kthreadd
root 2 § ksoftirqd/D
root 2 § migrationfO
root ? khelper
root 2 fs_sync
root 2 suspend
root 2 SYNC_supers
root ? bdi-default
root 2 khlockd
root 2 khubd
root 2 cfgdD211
root ? pric_thread_kth
root 2 emi_mpu
root 2 kswapdl
root ? fenotify_mark
root ? crypto
root ? binder
root 2 bat_thread kthr
root ? mtk charger_hv_
root ? btif_rxd
root ? 1on_rm_heap
root 2 mtk_vibrator
root ? disp_config_upd
root ? disp_captureovl
root ? disp_capturefh_
root % disp_config_upd
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root mmcqd/ 0

root mmcqd/ DbootD
root mmcqd/ Ohoot1
root accdet

root keyEvent_send
root accdet_eint
root accdet_disable
root mmcqds/ 1

root mtk-tpd

root deferuqg

root f_mtp

root file-storage
root wdtk-0

root widtk-1

root wdtk-2

root wdtk-3

root fshinfueventd
root jhd2frmchlk0pd-
root exti-dio-unwrit
root flush-17%:0
root Jbd2fmmch1k0p10
root exti-dio-unwrit
root jhd2fmmchlk0p?-
root exti-dio-unwrit
jbd2/mmch1k0pé-

Figure 2: PS command using ADB SHELL
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Figure 3: List of Permissions in android
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#ifndef _ANDROID_FILESYSTEM_COWFIG_H_

#define _ANDROID_FILESYSTEM_COMFIG_H_

#include <stdint.h>
#include {oys/cdefs.h}

#include {oys/types.hd

sdefine CAP_MASK_LONG  cap_nam=

JULL <« CaEp_mame

* This is the master Users and Groups config for the platform

= DO WOT EVER RENUMBER

f#define AID_RDOT @
fdefine AID_SYSTEM 1828 /=
#define AID_RADID 1881
AID_BLUETCOTH 1B8az
AID_GRAPHICS 1803
AID_THPUT 1884
AID_AUDIOD 1885
AID_CAMERA 1086
AID_LOG 1827
AID_COMPASS 1888
AID_MOUNT 1009

#define AID_WIFI 1218

sdafin
md=fim
=dafin
sdafin
md=fim
=dafin

sdafin

md=fim

#define AID_ADB 1811
#define AID_THSTALL 1212
#define AID_MEDIA 1813

#define AID_DHCP 1214

saryar =

* telephony sub

i
P

* bluetooth subsystem =2
# mraphics devices =

* input dewvices =

* audioc dewices =

* camera devices *

* log devices *

* compass device *

* mountd socket =

* wifi subsystem *

* android debuz bridge {adbo
* mroup for dinstalling packsa
* mediaserver process ®

* dhop client =

#define AID_SDCARD_RW 1815 * external storage write accoess ®

#define ATID_VPNH 10816 * wpn System =

#define AID_KEYSTORE 181T * keystore subsystem =

#define AID_US3 101E * USE dewvices =

fdefine AID_DRM 1012 * DRM serwver =

#d=fine ATID_MDHSR 1828 * MulticastDNSResponder {(cervice discowvery

Figure 4: Reserved AID for process

C. Android Development environment

Android development environment is not so developed even there is not rigid guide or documentation about android
Source. Even android application development is rich and documented. ADB is android debugging bridge uses as
communication between android mobile and computer via USB. ADB provides facility about shell and file system access
or debugging facility. ADB have PULL or PUSH command. Hence we can easily insert file or retrieve file from android.
Android studio is another development IDE which helps as to compile packages and debug facility provided by GOOGLE
cooperation.

D. System Application and SystemUl.apk

System applications are resides in /system/apps path in android. This apps are inbuilt by manufacturers, basically
this applications can access all permissions as defined in android policy. As shown in fig 6 system apps are responsible to
handle all of basic need of android such as calling, messaging, showing GUI for widget, Handling Resources and much
more.

In this entire collection of app, one app called as SystemUl.apk. This app is responsible for handling all GUI level
interaction from users. SystemUI manages screens and handle activates. It resides on top of application layer. SystemUlI is
activity which always starts after System boot up. After android 3.1 services and boot receivers not starts in absence of
activity. SystemUlI is only activity which runs until android lifecycle; hence it is very suitable to implement tracking
rootkit in this apk file at application level.
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Figure 5: Android Studio for development [14]

:“adb>adb shell cd Ffsystemfapp;ls

fipplicationGuide.apk
fipplicationGuide.odex
ApplicationsProvider.apk
fipplicationsProvider.odex
BackupRestoreConfirmation.apk
kupRestoreConfirmation.odex
duHetworkLocation. apk
b icDreams._apk
BasicDreams.odex
BatteryWarning.apk
BatteryWarning._odex

F_fiudioElectric.apk
F_fudioElectric.odex
F_BrowserlUI.apk
F_EBrowserlUI.odex

F_CButton.apk

' _CButton.odex
F_Calculator.apk
F_Calculator.odex
F_CalendarProvider.
F_CalendarProvider.
' _CalendarUI.apk
' _CalendarUI.odex
F_CallRkecord.apk
F CallRecord.odex

F ContactsProvider.
F_ContactsProvider.
F_ContextMode.apk
F_ContextMode_odex
' CoolShow_apk
F_CoolShow_odex
F_Cooperation.apk
F_Cooperation-odex

F_DownloadProvider.
F_DownloadProvider.
F_EngMode .apk

'_EngMode .odex
F_FackProvider.apk
F_FackProvider.odex

' _FactoryPattern.apk
F_FactoryPattern.odex

' FactoryPatternHelper.apk
' FactoryPatternHelper.odex
F_FactoryTest_apk
PF_FactoryTest.odex

Figure 6: System apps installed in my android

Il. THEORY OF BACKGROUND
Basically, there are thousands of ways to implement rootkit in android. In each release of android from 2.0 to

7.0(latest), Google has improved android architecture and security. Google has restricted permission level more tightly.
Android became more robust.
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Classifications of Android Malware in last 12 months

Downloader Rootkit Banker

Ransomware

FakeApp
1.5%

Figure 7: rootkit and malware analysis [10]

A. about rootkits

Android is open source hence exploit of its vulnerability is very easy. For expert, it may easy to exploit android
vulnerability.

Rootkits are chunks of program or can be program, application, system program, script, malware (Trojan).Most of
root kits are injected in system level. In example, Modem Injection, TCP/IP layer hacking, Framework hijacking.

B. Types of rootkits
Rootkits are designed for different purpose. Basically all rootkit have one purpose about covey data. As shown in
figure 8, Rootkits uses BOOT, SMS, CALL and most of system resources without user permissions. According to Survey

most prevalent rootkit is Droid kung fu. Droid kung fu injects itself in very low level of android context.
Iastall Achvaiam

Repuciaging | Uplae | "7 | Sumbilene | B0OT | sw8 | 5T | cart | usk | pRo | BT [ svs | mam

=]
<]
<)
=]

ol N
]

W

= = O

g o N
B g

Raddddd dd Bl B B
=

S ==

H
i
a

=
i
]
o g e

;
B
=
el Rl e

] B
e

2

Pl
<

Rt

aldddBdBe g

= P

-

E

g
efefelefefefefe fefe b | fefete e

ikrmay 3 3

e |
=
'51-11_

i
i 3 ) ] b 3 & T T ]
TR o S ToF Fij 7 T T S e I I - I i ]

Figure 8: Android rootkit and analysis [11]
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111. Methodology

As we discussed earlier, we are going to design Rootkit in application Layer. Since release of Android 3.2
developers had block start of Broadcast receiver and Service without Activity. Hence it became nearly impossible to
implement rootkit at Application layer. But there is always way to knock .We found that there is activity named SystemUI
which always runs in android context so it is possible to implement Broadcast Receiver and Start Service from SystemUI
activity.

A. Basics of SystemUI and Package Manager

Packagelnsfaller
system app

Vdev/socket/instalkd

installd
daemon

fdev/socket/vold
MountService d vold
™ doemon

MediaContainerService

Installer

PackageManager

Y Y

userdata partition

» packages.xm!
packages.ist

system partition
k === appprivate/

app/ <| AppDirObserver )» === app/
priv-app/ - -"’,-' app-asec/

- i,
vendor/app/ 1" Diioeache/
lata,

media/
user,

Figure 9: Package Manager in action [12]

Package Manager is responsible for installing and uninstalling Application. Package Manager have daemons such

as installd, voLd .which manages User apps and system apps.
shell@Rarbonn:/ 5 su
root@Karbonn:/ # grep ‘com.android.systemui” fdatafsystem/packages.list

com.androild.systemu1 10018 1 Ffdatafdatafcom.android.systemnul

Figure 10: systemUI in packages.list runs in 10018 AID

SystemUI is package installed in /system/apps/ path as SystemUl.apk and SystemUIl.odex.SystemUI manages
initial launcher Activity. It manages media,screenshot,settings,status,usb Ul .fig 11 shows SystemUI packages structure
from Android open source project(AOSP).In AOSP,it resides in framework/packages/SystemUI.

BatternyMetarview.java

BocotReceivear.java
DemohMode. java
DessertCase. jawva

DessertCaseDream.jawva

DessaertCaseWiew.jawva

wventlogTags. lostass

Gefingerpoken. java

Android.mk

magewWwallpaper.java

Androidianifest.xm
MODULE LICENSE APACHEZ
NOTICE

[ lintxml

[l proguard.flags

LoadisverageSaervice. jawva

RecentsComponent.java

SearchPanslview.lawva

Somnambulator.java

[ [ [ [

wipeHelper.jawva
wstermmUl.jawva
SystemJiService. jSwa

medias
nets

owers

|

recents
screenshots
settingss
statusbars

ushbs

Figure 11: AOSP SystemUI package Figure 12: AOSP /src/android/SystemUI

FERNRINIOCONNEEDDDNEDNEE DY

B. GPS and Telephony API
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Telephony API provides facility such as call, message to user. Telephony Manager provide methods, service and
state information of Telephony layer. To use android telephony service we need to use call system telephony service, In
example Context.getSystemService(Context. TELEPHONY _SERVICE). Another class in Android Telephony is SMS
manager which can be used as SMS sending, encoding and configuring.
sendTextMessage(String destinationAddress, String scAddress, String text, Pendingintent sentIntent,Pendingintent deliver
yIntent),this method is uses as to send text message. Destination address is about where to send. scAdress about from
which address you need to send. A text parameter defines text message to send.

A GPS (Global positioning system) is widely uses in System. It receives signal from different gps satellite and
calculate location.In android, LocationManager and LocationL.istner are used for gps location gaining and processing.
Location Listner also use for listen updated current location. requestLocationUpdates(String provider, long minTime, float
minDistance, LocationListener listener, Looper looper) method is reserved for location receiver. We need to just register
location listener to this gps provider.LocationListner listens for location update, provider unable, disable.

C. Retrieving SystemUl.apk using ADB

Now begins fun part. SystemUI retains in /system/apps as discussed before. To retrieve SystemUI we will take help
of ADB.ADB PULL command help to retrieve SystemUI from android.
hadb*>adb pull fsystemfapp/Sustenll].apk
218 KBSs (2306210 bytes in 0.312s)

Figure 13: SystemUI pull from android to PC

D. Decompilation of SystemUl.apk and SystemUl.odex

We have SystemUI in android Context now time to decompile it. As shown in figure Fig 14 apk file is package
which contains resources such as anim ,layout, menu, drawable. However it doesn’t contain any compiled classes like
classes.dex.

.!. SystemULapk Marne Size
i e L |
i Lol fonts =
.}l META-INF =
- . META-IMF
E . Tes
. | assets
----- | anim
FESOUrCES.rsc 164,580
----- , drawable = _ i
_____ . drawable-hdpi || AndroidManifest.xml 15,624

----- , drawable-nodpi
..... , drawable-xhdpi
..... . drawable-xxchdpi
..... | layout

..... | layout-land

..... | menu

----- . mipmap-xhdpi

Figure 14.Internals of SystemUl.apk

Android developers have decided to create odex file from apk .odex is generally pre optimized version of apk. They
moved classes.dex into odex file.thats why we need to decompile odex file for retrieving classes.dex. To retrieve
classes.dex file from apk we need tool known as backsmail.jar and dex2jar which have framework to decompile
systemUIl.odex.as shown in fig, 14 we have view after decompiling system.odex.

@IJAERD-2017, All rights Reserved 8
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) idea ., helper . media J net | power

) recent  screenshot . statusbar |_|BeanBagtBoardsl.class __ BeanBagSBoards2.class
|| BeanBagtBoardtBean.class __ BeanBagiBoard.class |_|BeanBag.class || BeanBagDream.class __ BootReceiver.class
|| BuildConfig.class __ ExpandHelperSl class || BxpandHelperS2.class || ExpandHelperSCallback.class __ ExpandHelperSViewScaler.class
|| ExpandHelper.class __ Gefingerpoken.class |_|ImageWallpaperiDrawableEngineS.. | |ImageWallpaperiDrawableEngine.cl.. | ImageWallpaper.class
|_|LoadAverageServiceSLoadViewSl.cla.. | LoadAverageServiceSLoadView.class | | LoadAverageServiceSStats.class || LoadAverageService.class __ RSanim.class
|| RSamay.class __ RSattr.class |_|RSbool.class |_|RScolor.class __ RSdimen.class
|_|RSdrawable.class __ RSid.class || RSinteger.class || RSlayout.class __ RSmenu.class
|| RSmipmap.class __ RSplurals.class || Ristring.class || RSstyle.class __ Ristyleable.class
|_|Relass __ SearchPanelViewS1.class || SearchPanelViewS2.class || SearchPanelViewSGlowPadTriggerli.. | SearchPanelView.class
|| Semnambulator.class __ SwipeHelperSl.class || SwipeHelperS2.class || SwipeHelperS3.class __ SwipeHelperd4.class
|| SwipeHelperSCallback.class __ SwipeHelper.class || SystemULclass || SystemUIService.class

Figure 15: view after decompiling SystemUl.apk

Now, we need another tool named Jdcompiler for decompiling .class file to. Java file. Jdcompiler provides read
only class decompilation. if we want to change in this package we has to do changes we have to manually compile java file
and add that .class to this package.

E. Exploit SystemUl.apk and Implementing Rootkit

Now our main goal is to add our service (c_t_s) which starts after boot completion within this package. For this, we
have inject code into BootReceiver.class which can be seen in fig 15.BootReceiver is broadcast receiver which wait for
boot complete intent. BootReciver accepts boot complete intents and starts ¢_t_s service which we have injected in
SystemUI package. ¢_t_s uses telephony service and location service to trace gps coordinate and send it through SMS.

We have designed mechanism which listens for broadcast of SIM_STATE_CHANGE which signals our
SMSManager to when to send GPS coordinates to predefined number.

c_t s service

listen for Boot 1.Listen for gps

complete —>|startser-.ricec_t_s I—'_' _ Update - -
BootReciverclass 2 listen for sim card

changed or not
4 3 Send SMS

send intent boot_complete |

' Telephany Service
|send intent sim_state_changed
System Server

ANDROID 05 |~ A

Figure 16.0ur tracking rootkit flow

F. Repacking SystemUl.apk

After designing Rootkit we need to convert it into previous state there is two possibilities. First one is download
AOSP SystemUI package manually change it according to our necessity, compile it and replace it exist SystemUl.apk. we
can skip compilation part and retrieving part from our research paper if we want to follow that step. Second approach is to
as we have done in previous steps. We need to put that c_t_sService class file into SystemUI ,put service, intent filter and
permission entry in manifest and convert it back into odex file and put it with apk file in /system/app.
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IV. RESULT
A. Feasibility of implemented Service

Implemented service cannot be detected by user because it runs within parent process. if we type command adb shell ps
|grep SystemUI will show following result.

617172 36660 FEFFefef
] 0 fEEfffeef
LI6928 25808 fEffffff

system_server
tu_thread
com.androild.systemul

2 6l fEEfffeef
2048 572 FEFFEffef
i il

fsystemfbins loguwrapper
/system/binSwpa_supplicant

Figure 17.SystemUI runs under AID PID 941 and size is about 536928 bits

As we can see there is not child thread for service which start by braodcast reciever in SystemUI.Disadvantage of this
service is it tooks little bit more computaion power and ram resources.

B. Final testing and exploit research

As rule of researcher, we are continuously trying to make it better. But at this time we didn’t find any problem with this
package. Figure shown below is screenshot of received location and unauthorized person’s number from my rootkit. Here
Long:73.22477 means longitude and lat:22.22945 for latitude coordinate and pn:8200382872 is phone number of thief .we
can now check location by this coordinates via Google map.

= Saving screenshot..

S@HIL v

Long:73. lat:22. )94 5pn:

Phrase
Figure 18: Auto SMS from rootkit with long, lat and phone number of subscriber.
I. FUTUER WORK

e Less use of resources and asynchronous call in replace of continuity.
e  Protocol in replace of SMS.
e  More Method for Covert Channel implementation.

@IJAERD-2017, All rights Reserved 10



International Journal of Advance Engineering and Research Development (IJAERD)
Special Issue SIEICON-2017, April -2017,e-ISSN: 2348 - 4470 , print-ISSN:2348-6406

Il. CONCLUSION
Android is highly flexible and because of its open source availability every expert can find way to inject in it.By the
we have used this rootkit for good purpose. It can be implemented in any android device and cannot detect by
android user easily.
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