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Abstract - This paper mainly focuses to reduce the localization error of a sensor node which is deployed in a Wireless
SensorNetwork (WSN). Here, time-of-arrival (TOA) and angle-of-arrival (AOA) based random transmission directed
localization (RTDL) technique is considered. This technique can be applied in wireless sensor networks, especially
suitable for network with low frequency range in the wireless sensor network. In this work, localization Error could be
improved via TOA-AOA during node communicating with each other.Ad hoc On-Demand Distance Vector (AODV)
routing protocol to be implemented in this work.The nodecategories in two ways: those nodes equipped with known
vector position of the Omni-direction antenna (Source-nodes) and those nodes equipped with unknown vector position of
the Omni-direction antenna (Sink-nodes). All nodes are capable of communicating with other nodes. Source-nodes are
capable of positioning (TOA-AQOA estimation) the other nodes located in their coverage area. The system estimates the
error rate of distance between the nodes, by measuring TOA-AOA based RTDL at an appropriate number of nodes. This
paper shows the proficiency of the proposed method to reduce the localization error and determine the attacker’s nearest
location in the network.

Keywords- Wireless Sensor Networks (WSN), Time-of-Arrival (TOA), Angle-of-Arrival (AOA), Ad-hoc On-Demand
Distance Vector (AODV)

I. INTRODUCTION

1.1 Wireless Sensor Networks

Wireless sensor networks comprises of the upcoming technology that has attained noteworthy consideration from the
research community. Sensor networks comprise of many small, low cost devices and are naturally self-organizing ad hoc
systems. The function of the sensor network is monitoring the physical environment, collect and transmit the information
to other sink nodes. In general the range of the radio transmission for the sensor networks are in the orders of the
magnitude which is smaller than the geographical extent of the intact network [1].

Wireless sensor network comprises of a great number of minute electromechanical sensor devices which possess the
sensing, computing and communication abilities. These devices can be utilized for gathering sensory information, like
measurement of temperature from an extended geographical area [2].

Many of the features of the wireless sensor networks give rise to challenging problems [3-7]. The most
important three characteristics are:

o Sensor nodes are the ones which are prone to maximum failures.
e Sensor nodes make use of the broadcast communication pattern and have severe bandwidth restraint.
e Sensor nodes have limited amount of resources.

Despite the huge research effort, still a well-accepted approach on how to solve the localization issue is being realized.
Since the sensor nodes are inexpensive and are in huge number it is not practical to equip these sensors with a Global
Positioning System (GPS) receiver. Various localization approaches have been proposed and can be seen in the literature
[8] and there is not a single approach which is simple, distinct and gives decentralized solution for WSNs. The Ultra-
Wide Band (UWB) techniques [9] give very decent localization accuracy but the systems are expensive.

The commonly used approaches for measuring position estimate in WSN are Time of Arrival (TOA) [10], Time
Difference of Arrival (TDOA)[16], Received Signal STRENGTH (RSS)[17] AND ANGLE OF ARRIVAL (AOA)
A.K.A., Direction of Arrival (DOA)[18]. Where, the TOA, TDOA, and RSS measurement gives the distance calculation
between the source sensor and the receiver sensors while DOAs provide the information of the angle and the distance
measurements from the source and the receiver. Calculating these distance and angle measurements is not simple because
of the nonlinear relationships with the source.
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Given the TOA, TDOA, RSS and DOA information, the main focus of this paper is based on TOA positioning
algorithms. We consider a two dimensional (2D) rectangular area where the sensors are deployed in Line-of-Sight (LOS)
transmission, i.e., there is a direct path between the source and each receiver [19]. Also, we conclude that the
measurements are well inside the expected range in order to obtain reliable location estimation.

1. RELATED WORK

In the view of localization infrastructure, [11] they utilized infrared strategies, and [12] ultrasound to perform
localization. Both of them have to deploy specific framework for localization. Then again, disregarding its few meter-
level accuracy [13], utilizing RSS [14, 15], the work in [16] is an alluring methodology, in light of the fact that it can
reuse the current wireless infrastructure. Dealing with ranging approach, range based algorithms include distance
estimation to milestones by utilizing the estimation of different physical properties [17], for example, RSS [14, 18], time
of arrival (TOA) [19], and time difference of arrival (TDOA) [12].

Mobile location with TOA/AOA data at single base station is initially proposed in [20]. The authors in [21] examine the
location exactness of TOA/AOA hybrid algorithm with a single base station in the LOS situation. Deng and Fan [22]
present TOA/AOA location algorithm with various base stations. Moreover, the velocity of the mobile station is thought
to be low and the relative movement between the base station and the mobile station is not recognized [23]. Utilizes an
obliged nonlinear optimization technique, when range estimations are accessible from three base stations. Limits on the
Non-Line-Of-Sight (NLOS) error and the relationship between the real ranges are obtained from the geometry of the cell
design and the measured range circles to serve as demands [24]. Introduces twohybrid TOA/AOA systems, Enhanced
Time of Arrivals (E-TOA) and Enhanced Angle of Arrival (E-AOA), so as to advance the estimation of location
positioning [25]. Proposes a residual test (RT) that can in turn all the while focus the amount of LOS base stations and
recognize them such that localization can move ahead with just those LOS base stations.

Hybrid location approaches by joining time and angle estimations which can minimize the amount of time taken by the
receiving base stations and enhance the scope of location based service all the while. Exhaustive overviews of design
difficulties and newly proposed hybrid positioning algorithms for wireless networks could be found in [26-28].

Range-free algorithms [29-31] use coarser measurements to place limits on applicant positions. An alternate technique
for classification depicts the system for mapping a node to a location. Lateration approaches [31-33] use separations to
milestones, which is as much angulation as it uses the angles from points of interest.

In [37], proposed a novel technique for minimizing the localization error in MANET. TOA/AOA based Random
Transmission Directed Location (TAR) approach used for locating nodes. And also they used hybrid TOA/AOA which
effortlessly segregates the nodes in the same vector with the help of the magnitude.Moreover, Ad hoc On-Demand
Multipath Distance Vector has been used for reliable routing and to identify the presence of an attacker. Their simulation
results have shown that TOA/AOA based on random transmission directed localization technique reduces the delay, drop
rate, location error, estimation error, localization time and increases the throughput and network efficiency.

In [38], presented the problem of position estimation of a sensor node in a Wireless Sensor Network, using TOA
measurements in LOS environments. The CRLB for the position estimation problem has been derived first and later four
methods namely LLS, SA, WLLS and Two Step WLS methods of linear approach have been derived and presented.
Their research work can be extended to the nonlinear approaches also and shall be reported in a future communication.
They have not discussed in detail about TOA and combined solution for both TOA and AOA.

In [39], proposed a novel technique for an improved algorithm of the node localization in ad hoc network and decrease in
location accuracy due to transmission delay is mitigated. They claimed that the positioning of the node according to
current routing table will be incorrect if the nodes are moving fast. They proposed a node localization forecasting
algorithm to plot the current position of the node. The proposed method reduces only the error impact of node localization
due to transmission delay but no precise location is achieved.

. MATHEMATICAL MEASUREMENT MODEL
3.1 Time of Arrival (TOA) Ranging Measurements

Time of Arrival (TOA) is used method for positioning and ranging. The vital idea behind TOA is to estimate delay
between the source nodes andsink. To attain this, source nodes and sink clock should be synchronized.

Then distance can be estimated from the speed of the signal from source to destination and also from the time taken by
the signal from the source to destination.
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M= C. tisy/ (x —x0)2 + (y — yi)2

wherer; is the distance, where ¢ represent signal propagation speed between nodes while t; represents the time taken by
the signal to travel from the source to destination.
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Figure 1: TOA approach for distance estimation

The distance estimation using TOA with two nodes, as shown in Fig. 1. It is shown thatthe distance between the nodes is
proportional to the signal propagation time between twonodes.

3.2 Angle of Arrival (AOA) Ranging Measurement

Angle of Arrival (AOA) is another method to estimate the position of the target node based on the angle measured. The
AOA technique can be further subdivided into two classes: those that make use of the response phase of receiver antenna
and those that make use of amplitude phase of receiver antenna. Beam forming is done using anisotropy in the response
pattern of the antenna. The beam of the antenna at the receiver is rotated and the direction in which maximum signal
strength is obtained is considered as the direction of the transmitter. But problem arises when there is varying transmitted
signal strength.

Because of this, the receiver cannot differentiate variation in signal strength. To address this issue, a non-rotating
omnidirectional antenna is used.
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Figure 2: AOA Approach for angle measurement

AOA estimation at the target node provides information about the direction over which the target node has been located
as shown in Fig. 2.

3.3 Hybrid TOA/AOA Ranging Measurement

Hybrid approach plays a vital role in providing location estimation. Hybrid techniques are combination of distance or
range and AOA measurements to locate unknown nodes which are useful when the network coverage is poor. To locate a
node with high accuracy, it is necessary to measure TOA and AOA to obtain the distance and direction estimates. With
the estimated distance r; and direction hi, the position of the unknown node (xi, yi) from the base node (X, y) is computed
as

cos@i|

xi=x+ri=| ..
sin@i
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which defines the location of the unknown node (xi, yi) from the TOA and AOA measurementswith respect to the base
node.
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Figure 3: TOA/ AOA approach for distance and angle measurement

The TOA/AOA estimation is used to identify the position of the target node with knowndistance and angle
measurements, as shown in Fig. 3.

IV. TAR APPROACH AND AODV PROTOCOL

A novel TOA/AOA based on random transmission directed localization (TAR) technique is proposed to identify
the location of the target node. Initially the network consists of random number of nodes. If the number of intermediate
nodes between the source node and the destination node increases, the position accuracy decreases where by resulting in
the increase of the error rate. To solve this issue, the proposed technique makes accurate identification of the target node
by estimating the distance and the direction of the target node. In addition, the system uses an Ad hoc On-Demand
Distance Vector Routing protocol (AODV) to determine shortest path between the source and destination that is reliable
and secure (Fig. 3).

-> RREP
—>  RREQ
S Source

D Destination

Figure 4: RREQ and RREP propagation in AODV
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4.1 TOA/AOA Based on Random Transmission Directed Localization

The initial assumption is that the packet data size and the number of intermediate nodeshetween the source and the
destination are obtained. The localization process starts byforwarding the data packet to the destination. The departure
time and the arrival time of thedata packets are recorded. Next, packet travelling time is estimated, in addition
packetwaiting time or regeneration time if any are added to packet travelling time to obtain TOAfor measuring the
distance using Eq. 1. The direction of the node is then obtained by usingAOA measuring technique. The TOA/AOA
measurements are then used to obtain theposition of the destination node. In this approach, TOA and AOA are computed
for two cases: two nodes with same magnitude and vector and also for two nodes with differentmagnitude and vector.
Finally the accuracy and error factor of the TOA is computed usingEq. 4 and 5 respectively.

AF = (ATj *ADj) — (STj * ADj)

whereATj is the packet arrival time at the jth round, ADj is the angular velocity at thedestination at the jth data transfer
cycle, STj is the start time of the packet while AF is theAccuracy Factor.

The error factor is estimated as,

= VIET ST’/ JIAD~AS] £ SC

where ET is the arrival time of the packet at the destination, ST is departure time of thepacket at the source, AD angular
velocity at the destination, AS is the angular velocity atthe source, SC is the packet sequence count while E is the error
factor.

4.2 Ad hoc On-Demand Distance Vector Routing protocol(AODV)

Ad hoc On-Demand Distance Vector (AODV) is the most widely used ad hocrouting protocol on the on-demand basis.
AODV uses a hop-by-hop routing instead ofsource routing. The key idea in AODV is to compute multiple paths during
route discovery.

AODV uses the concept of advertised hop count in order to maintain multiplehops with the same destination sequence
number. The advertised hop count field contains the total number of paths to the destination, nexthop ip has the list of
next hop nodes, hop count field gives the corresponding hop countvalue, while the entry expiration time field provides the
expiry time after which a requestreply packet will not be received and in turn discards the entry.

When the source node needs to forward packet to the destination, it initializes routediscovery by broadcasting Route
Request Message (RREQ) to the destination. The intermediateupon receiving the RREQ packets, sets up the reverse path
to the source using theprevious hop count as the next hop value. If the intermediate node contains valid route tothe
destination, a RREP packet is generated and forwards to the source. If the intermediatenode does not contain route to the
destination, it rebroadcasts the RREQ packets. Theduplicate RREQ packets received by the node define an alternate path
to the destination.

Any two RREQ packets arriving at the intermediate node via unique neighbor of thesource would not have travelled the
same node, since node does not forward duplicateRREQ packets. This ensures node disjoint path. When the destination
node receives theintermediate node, it generates RREQ packet and forwards it to the source via the reversepath. As the
RREP packet traverses to the source, a forward path is established to thedestination node. Here a loop free path is assured
by only accepting the alternate pathwhose hop count is less than the advertised hop count of the destination path.

V. SIMULATION RESULTS
5.1. Simulation Setup

The performance of Time of arrival and Angel of arrival is evaluated through NS2 simulation [12]. A random network
deployed in an area of 1000 X 1000 m is considered. Initially the nodes are placed randomly in the specified area. The
base station is assumed to be situated 100 meters away from the above specified area. The IEEE 802.11b MAC layer is
used for a reliable and single hop communication among the devices, providing access to the physical channel for all
types of transmissions and appropriate security mechanisms.
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No. of Nodes 100

Area Size 1000 m X 1000 m
MAC 802.11b

Routing protocol AODV
Simulation Time 600 sec

Traffic Source CBR

Packet Size 512 bytes
Transmission Range 250m

No. of events 4

Speed of events 20 m/s

The simulation results are presented in below

Delay (ms)
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Figure 5: Nodes Vs Delay

Figure 5 gives delay analysis with respect to the number of nodes. The delay for TOA, AOA and HYB-TOA
&AOA when the number of nodes is increased. From the figure, it can be seen that the Time of arrival (TOA), Angle of
arrival (AOA) has high delay when compared with Hybrid time of arrival and hybrid angle of arrival (HYB-TOA

&AOA).

Location Error (%)
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Figure 6: Network Size Vs Location Error
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Figure 6 presents the location error of for TOA, AOA and method. The location error and it is defined as the
process of estimating the location of mobile nodes in the WSN. The error rate for each transmission is computed in
milliseconds (ms) and it is shown that there is reduced number of errors in proposed approach.

9 ,
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I; =4=TOA
: =204
E ~8-TOA & AOA
:

1 2 3 4 5

Time (ms)

Figure 7: Time Vs Estimation Error

Figure 7 shows the graphical representation of estimation error for a particular time and the estimation error
factor of the proposed technique in case of both direct and n-hop neighbors is reduced.The error rate for each
transmission is computed in milliseconds (ms) and it is shown that there is reduced number of errors in proposed
approach.

VI. CONCLUSION

This paper mainly focused to reduce the localization error of a sensor node which is deployed in a Wireless Sensor
Network (WSN). Hence, time-of-arrival (TOA) and angle-of-arrival (AOA) based random transmission directed
localization (RTDL) technique was implemented. In this work, Ad hoc On-Demand Distance Vector (AODV) routing
protocol implemented to improve localization Error via TOA-AOA. The system estimated the error rate of distance
between the nodes, by measuring TOA-AOA based RTDL at an appropriate number of nodes. The research workshows
the proficiency of the proposed method to reduce the localization error and determine the attacker’s nearest location in the
network.
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