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Abstract — The increased usage of smart wearable in various applications, specifically in health-care, emphasizes the
need for secure communication to transmit sensitive health-data. practically, where multiple devices are carried by a
person, a common secret key is essential for secure group communication. In this paper, we present a novel solution to
generate and distribute group secret keys by exploiting on-board accelerometer sensor and the unique walking style of
the user, i.e., gait. We propose a method to identify the suitable samples of accelerometer data during all routine
activities of a subject to generate the keys with high entropy. In our scheme, the Smartphone placed on waist employs
fuzzy vault, cryptographic practical applications. Suitable construct, and utilizes the acceleration due to gait, a common
characteristic extracted on all wearable devices to share the secret key. We implement our solution on commercially
available off-the-shelf smart wearable's, measure the system performance, and conduct experiments with multiple
subjects. Our results, and is suitable for demonstrating that the proposed solution has a bit rate of 750 bps, low system
overhead, distributes the key securely and quickly to all legitimate devices we have presented our novel protocol for
group secret key generation and secure key distribution for multiple smart wearable devices. Our solution leverages the
accelerometer sensor available on the off-the-shelf wearable devices and the unique walking characteristics of the user.
We have presented a method to detect the suitable samples of sensor data dynamically to ensure the generation of the
secret keys with good entropy during different activities. The secure key distribution process extracts the acceleration
due to gait on all the smart devices and exploits this as a common characteristic to share the keys using the fuzzy vault.
The solution is implemented on real wearable devices.
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l. INTRODUCTION

RECENTLY, the rapid advances in smart wearable device technologies have led to their increased usage
impersonalized health-care, fitness, sports applications, etc. As a result, wearables like smart glass, smart watch, and
wristbands have become an integral part of the Internet of Things (10T).A recent survey by Forbes [1] states that the
wearable industry is expected to grow to USD $6 billion in the next few years. Typically, the smart devices exchange
sensitive health information over wireless medium e.g., Bluetooth Low Energy(BLE), which is vulnerable to many types
of attacks such as eavesdropping, tampering the packets, and injecting malicious commands The above discussion
underscores that securing communications between smart wearable's is crucial. To ensure confidentiality, the messages
exchanged by these devices can be encrypted using a secret key known a priority the legitimate devices. The traditional
cryptographic key establishment mechanisms are computationally complex and hence are infeasible for the resource-
constrained devices. In addition, in practical scenarios, the devices need to establish keys in an ad hoc manner where a
trusted entity for key distribution/management (e.g., PKI1) is not always available. Therefore, a very lightweight, reliable
and fast key generation/sharing mechanism is desirable for smart personal wearables. The devices need to generate the
secret keys dynamically and renew them periodically to provide strong protection from privacy leakage and node
compromise.

Il. LITERATURE REVIEW
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1. EXISTING SYSTEM

Group key generation and sharing among wearable's has received very little attention in the literature due to the
underlying challenges is difficulty in obtaining a good source of randomness to generate strong cryptographic keys, and
finding a common feature among all the devices to share the key.

IV. SURVEY OF PROPOSED SYSTEM

We propose a method to identify the suitable samples of accelerometer data during all routine activities of a subject to
generate the keys with high entropy. In our theme, a Smartphone placed on waist employs fuzzy vault, a cryptographic
construct, and utilizes the acceleration due to gait, a common characteristic extracted on all wearable's device to share the
secret key. We implement our solution on commercially available off-the-shelf smart wearable, measure the system
performance, and conduct experiments with multiple subjects.

Our results demonstrate that the proposed solution has a bit rate of 750 bps, low system overhead, distributes the key
securely and quickly to all legitimate devices, and is suitable for practical applications.

ADVANTAGES OF PROPOSED SYSTEM:

1.0ur solution does not require a stored seed, or any pre shared secret for key generation and sharing among the devices.
2. Our energy-efficient scheme helps to perform continuous authentication of all the body-worn devices by
establishing the group secret key without any user intervention, a desirable feature for all personal health-care devices.
3.0ur protocol can be used for secure automated pairing, i.e., authentication and secret key sharing. Current pairing
mechanisms require additional 10 devices or Out Of Band (OOB) sensors [20] to input keys or passwords to share the
initial key

4.0ur method enables dynamic key generation and periodic key renewal, enhancing the overall security of personal smart
devices.

V. SYSTEM ARCHITECTURE
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Fig.: System Architecture

VI. CONCLUSION AND FUTURE WORK

In this project, we have presented our novel protocol for group secret key generation and secure key distribution
for multiple smart wearable devices. Our solution leverages the accelerometer sensor available on the off-the-shelf
wearable devices and the unique walking characteristics of the user. We have presented a method to detect the suitable
samples of sensor data dynamically to ensure the generation of the secret keys with good entropy during different
activities.

Future scope
The secure key distribution process extracts the acceleration due to gait on all the smart devices and exploits this
as a common characteristic to share the keys using the fuzzy vault. The solution is implemented on real wearable devices.
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