
 International Journal of Advance Engineering and Research 
Development 

Volume 4, Issue 7, July -2017 
 

@IJAERD-2017, All rights Reserved  434 

Scientific Journal of Impact Factor (SJIF): 4.72 
e-ISSN (O): 2348-4470 
p-ISSN (P): 2348-6406 

Data Keyword Search with Time And Attributes Access Policy In Cloud  
 

1
Minal Hadawale, 

2
Prof. Arti Mohanpurakar 

 

1,2
Department of Computer Engineering, Dr D.Y. Patil School Of Engineering, Lohgaon, Pune, Maharashtra, India 

 

Abstract---  In cloud computing environment there are many users .They stores there data on cloud and accessing of 

large data from cloud. But these users face some of major issue causing loss of data in cloud and facing a problem in 

authority and privacy of users. Cipher text-Policy Attribute based Encryption (CP-ABE) is a promising encryption 

technique that enables end-users to encrypt their data under the access policies defined over some attributes of file and 

upload encrypted file with encrypted attribute with key provided by attribute authority. Cloud consumers want to 

download and only allow data consumers whose attributes satisfy the access policies to decrypt the data. In CP-ABE, the 

access policy is attached to the cipher text in plaintext form, which may also leak some private information about end-

users. [1]Existing methods only partially hide the attribute values in the access policies, while the attribute names are 

still unprotected, these issues are modify in our scheme to provide more security. [3]While uploading a file time server is 

associated with file to provide access for limited time only, after that time file is unavailable for consumers. Also 

attribute bloom filter generate attributes of file while uploading and this attributes are store with file. Attribute authority 

in our scheme assign private key to user while uploading files on cloud and also assign secret key while downloading. 

After entering keyword consumer will get top rank result depends upon attribute and time and download that file if 

consumer having key of that file and decrypt that file. 

 

Keywords--- Big Data, Access Control, CP-ABE, Privacy-preserving Policy, Encrypted Index. 

 

I.  INTRODUCTION 

 

In the era of large info, a massive amount of data is generated quickly from various sources (e.g. smart phones, sensors, 

machines, social networks etc.). Towards these large info, normal laptop systems do not appear to be competent to store 

and methodology these information. Due to the versatile and elastic computing resources, cloud computing can be a 

natural appropriate storing and method large info. With cloud computing, end-users store their info into the cloud, and 

take into account the cloud server to share their info to different users (data consumers). Thus on exclusively share end-

user’s info to commissioned users, it is necessary to vogue access management mechanisms in step with the requirements 

of end-users. Once outsourcing info into the cloud, end-users lose the physical management of their info. Moreover, 

cloud service suppliers do not appear to be fully-trusted by end-users that build the access   management more durable. 

As an example, if the quality access management mechanisms unit applied, the cloud server becomes conceive to gauge 

the access policy and build access decision. Thus, end-users would possibly worry that the cloud server would possibly 

build wrong access invoke purpose or accidentally, and disclose their info to some unauthorized users. Thus on 

modification end-users to manage the access of their own info, some attribute-based access management schemes unit  

projected by investment attribute-based encryption. In attribute-based access management, end-users initial define access 

policies for his or her info and code the data beneath these access policies. Exclusively the users whose attributes can 

satisfy the access policy unit eligible to decipher the information [1]. In Associate in treatment economical and new 

grained large info access management theme with privacy-preserving policy. Specifically, we tend to cover the whole 

attribute (rather than exclusively its values) inside the access policies. However, once the attributes unit hidden, not 

exclusively the unauthorized users but in addition the commissioned users cannot grasp that attributes unit involved 

inside the access policy, that creates the key writing a troublesome draw back. To assist info secret writing, we tend to 

tend to in addition vogue a totally distinctive Attribute Bloom Filter to measure whether or not or not AND attribute is 

inside the access policy and notice the precise position inside the access policy if it's inside the access policy. Security 

analysis and performance analysis show that theme can preserve the privacy from any LSSS access policy whereas not 

victimization exuberant overhead. 

II. SCOPE 

 

Scope of system is to produce services to cloud user by implementing associate economical and fine grained massive 

information access management theme. This technique implements model of concealment whole attribute in its access 

policy instead of concealment solely its worth. Thus users can't apprehend attributes of files. 

III. LITERATURE SURVEY 

Using cloud computing, people will store their knowledge on remote servers and permit knowledge access to public users 

through the cloud servers. Because the outsourced knowledge are probably to contain sensitive privacy info, they're 

usually encrypted before uploaded to the cloud. This, however, considerably limits the usability of outsourced knowledge 
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thanks to the issue of looking out over the encrypted knowledge. In this paper, author tends to address this issue by 

developing the fine-grained multi-keyword search schemes over encrypted cloud knowledge. Our original contributions 

are three-fold. First, we tend to introduce the connectedness scores and preference factors upon keywords that change the 

precise keyword search and customized user expertise. Second, they tend to develop a sensible and extremely economical 

multi-keyword search theme. 

 

The projected theme will support sophisticated logic search the mixed “AND”, “OR” and “NO” operations of keywords. 

Third, we further employ the classified sub-dictionaries technique to realize higher potency on index building, trapdoor 

generating and question. Lastly, we analyze the safety of the projected schemes in terms of confidentiality of documents, 

privacy protection of index and trapdoor, and unlink ability of trapdoor. Through in depth experiments exploitation the 

real-world dataset, we tend to validate the performance of the projected schemes. Each the safety analysis and 

experimental results demonstrate that the projected schemes are able to do a similar security level comparison to the 

prevailing ones and higher performance in terms of practicality, question quality and potency attributes and user get 

resulted file. [1] 

 

In wireless sensing element networks, adversaries will build use of the traffic data to find the monitored objects, e.g., to 

hunt vulnerable animals or kill troopers. During this paper, Author tend to 1st outline a hotspot development that causes a 

comprehensible inconsistency in the network path owing to the big volume of packets originating from a little space. 

Second, we tend to develop a sensible adversary model, forward that the mortal will monitor the network traffic in 

multiple areas, instead of the whole network or only one space. Victimization this model, we tend to introduce a unique 

attack referred to as Hotspot-Locating wherever the mortal uses traffic analysis techniques to find hotspots. Finally, 

author tend to propose a cloud-based theme for with efficiency protective supply nodes’ location privacy against 

Hotspot-Locating attack by making a cloud with associate degree irregular form of faux traffic, to counteract the 

inconsistency within the traffic pattern and camouflage the supply node within the nodes forming the cloud. To scale 

back the energy value, clouds area unit active solely during knowledge transmission and also the intersection of clouds 

creates a bigger incorporated cloud, to scale back the amount of faux packets and also boost privacy preservation. 

Simulation and analytical results demonstrate that our theme will offer stronger privacy protection than routing-based 

schemes and needs a lot of less energy than global-adversary-based schemes. [2] 

 

Much analysis has been conducted to firmly outsource multiple parties’ information aggregation to AN untreated 

Aggregate or while not revealing every individual’s in private owned data, or to alter multiple parties to collectively 

mixture their data whereas protective privacy. However, those works either require secure pair-wise communication 

channels or suffer from high complexness. During this paper, we have a tendency to contemplate however AN external 

Aggregate or multiple parties will learn some algebraically statistics (e.g., sum, product) over participants’ in private 

owned information while protective the info privacy. We have a tendency to assume all channels area unit subject to 

eavesdropping attacks, and every one the communications Throughout the aggregation area unit hospitable others. They 

propose several protocols that with success guarantee information privacy underneath this weak assumption whereas 

limiting each the communication and computation complexness of every participant to a tiny low constant. [3] 

 

With the event of cloud computing, data sharing incorporates a new effective technique, i.e., outsourced to cloud 

platform. During this case, since the outsourced knowledge could contain privacy, they solely permit to be accessed by 

the licensed users. Encrypting the information before outsourcing may be a normally used approach, wherever the 

information house owners solely ought to send the corresponding secret writing key to the licensed users. However, in 

such approach it's tough to use the information since the encrypted data obsoletes comprehensive search functionalities of 

plaintext keyword search. During this paper, we tend to leverage the secure k-nearest neighbor to propose a secure 

dynamic searchable symmetrical   secret writing scheme. Our theme are able to do 2 necessary security features, i.e., 

forward privacy and backward privacy that are very difficult in Dynamic Searchable symmetrical secret writing (DSSE) 

space. Additionally, we tend to measure the performance of our proposed theme compared with different DSSE schemes. 

The comparison results demonstrate the potency of our planned scheme in terms of the storage, search and update quality 

[4].  

 

With the appearance of cloud computing, knowledge home owners are motivated to source their advanced knowledge 

management systems from native sites to the business public cloud for excellent flexibility and economic savings. Except 

for protective knowledge privacy, sensitive knowledge must be encrypted before outsourcing, which obsoletes ancient 

knowledge utilization supported plaintext keyword search. Thus, enabling associate degree encrypted cloud knowledge 

search service is of predominate importance. Considering the big range of knowledge users and documents within the 

cloud, it's necessary to permit multiple keywords within the search request and come documents within the order of their 

relevancy to those keywords. Connected works on searchable Encryption specialize in single keyword search or 

mathematician keyword search, and barely kind the search results. During this paper, for the first time, we tend to outline 

and solve the difficult drawback of privacy preserving multi-keyword stratified search over encrypted cloud data 

(MRSE).We establish a collection of strict privacy needs for such a secure cloud knowledge utilization system. Among 

numerous multi-key word semantics, we decide the economical similarity live of “coordinate matching”, i.e., as several 
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matches as potential, to capture the relevancy of knowledge documents to the search question. We further use “inner 

product similarity” to quantitatively value such similarity live. we tend to 1st propose a basic plan for the MRSE 

supported secure scalar product computation, and so offer two considerably improved MRSE schemes to realize 

numerous stringent privacy needs in [2] completely different threat models. Thorough analysis work privacy and potency 

guarantees of projected schemes are given. Experiments on the real-world dataset additional show projected schemes so 

introduce low overhead on computation and communication. [5] 

IV. SYSTEM ARCHITECTURE 

 

 
Fig 1. System Model 

 

Fig 1 shows detail architecture of system. 

Cloud Servers:-Cloud Servers are utilized to store, share and method massive knowledge within the system. The cloud 

servers are managed by cloud service suppliers, WHO aren't within the same trust domain as end-users. Thus, cloud 

servers cannot be trusted by end-users to enforce the access policy and make access choices. We tend to additionally 

assume that the cloud server cannot plan with any End-users or knowledge shoppers.  

 

Attribute Authority:- The attribute authority manages all the attributes within the system and assigns attributes chosen 

from the attribute house to end users. It is additionally a key generation center, wherever the general public parameters 

are generated. It also grants completely different access privileges to end-users by issue secret keys in step with their 

attributes. The attribute authority is assumed to be absolutely trusty within the system. 

 

End-user:- End-users are the information of owners/producers who outsource their data into the cloud. They additionally 

would love to control the access of their knowledge by encrypting the info with CP-ABE. End-users are assumed to be 

honest within the system. 

 

Data Consumers:-Data consumer requests the info from cloud servers. Only if their attributes will satisfy the access 

policies of the info, knowledge consumer will decode the info. However, knowledge consumer might attempt to interact 

along to access some knowledge that isn’t accessible one by one. 

 

V. MATHEMATICAL MODEL 

Let S be the Whole system S= I, P, O 

I-input 

P-procedure 

O-output 

Input I: F= f1, f2,…, fng 

Where, 

F- Files 

Procedure (P) = fuploadf , attrigen,keyr,time,searchfg 

Input (I1): Upload file(uploadf): 

Procedure (P1): 
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In this step first user select file to upload on cloud so input to this step is plaintext file is select for uploading procedure 

and converted to encrypted format and upload on cloud. 

F=F (encr)� >EF 

Where, encr=encryption. 

EF=Encrypted File. 

Output (O1): Output of this process is file in encrypted format. 

 

Input (I2): Generate Attribute (attrigen): 

Procedure (P2): 

Input to this process is an encrypted file and procedure to generate attribute for that file is applied an output of step is 

generated attribute of file which provides access policy. 

attrgn=EF- (attrigen)� > EF (attrigen) 

Where, 

EF(attrigen) =attribute generated for file. 

 

Input (I3):Keyword generate(keyr): 

Procedure (P3): 

Input to this process is an encrypted file with generated attribute and procedure to generate keyword for that file is 

applied an output of step is generated keyword of file which provides search efficiency. 

keyr= EF(attrigen)keyr � > EF(attrigen)keyr 

Where, 

EF (attrigen) keyr=file with keyword. 

EF (attrigen)=attribute generated for file. 

Keyr=keyword 

 

Input (I4): Assign time (t): 

Procedure (P4): 

In this step time is assign to file and output is time file. 

EF(attrigen)keyr(t)=t+ EF(attrigen) keyr 

Where, 

t= time. 

Output (O4): Time is assign to file. 

 

Input (I5): Search File on cloud(sf): 

Procedure (P5): 

In this step user search file on cloud for accessing of file and generate trapdoor of attribute ,keyword and time and get 

exact matching file from cloud. 

sf= t(attri+t+keyr) 

where, 

t= trapdoor 

Output (O5): 

Exact match result is search base on trapdoor. 

 

Output (O) - 

Finally, the security and experimental analysis show that compared with its relevant schemes our scheme is also secure 

and efficient. 

VI. RESULT ANALYSIS 

 

6.1 PERFORMANCE OF FILE SIZE WITH TIME 

1. For Existing  system 

Sr.no Encryption Decryption Searching 

10KB 0.3 0.1 0.1 

40KB 0.5 0.4 0.4 

80KB 1 0.8 0.9 

100KB 1.8 1.6 1.2 

 

Table. 1. Performance of file (KB) size with Time 
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Fig. 2.Preformance evaluation of file (KB) size with Time 

 

 

Sr.no Encryption Decryption Searching 

10MB 2.5 2 0.1 

20MB 3 2.4 0.4 

30MB 3.6 2.9 0.9 

40MB 4.2 3.4 1.2 

Table 2 .Performance of file (MB) size with Time 

 

 

 
Fig. 3 Performance evaluation of file (MB) size with Time 

 

 

2. For Proposed system 

 

 

 

 

 

 

 

 

 

 

Table. 3. Performance of file (KB) size with Time 

 

File Size Encryption Decryption Searching 

10KB 0.6 0.2 0.1 

40KB 1 0.8 0.6 

80KB 1.8 1.6 1.2 

100KB 3.6 3.2 2.4 
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Fig. 4 Performance evaluation of file (KB) size with Time 

 

This graph shows time graph between various methods like encryption decryption, searching time in ms. 

 

 

Sr.no Encryption Decryption Searching 

10MB 3 2.4 0.3 

20KB 3.5 2.9 0.6 

30MB 4.2 3.6 1 

40MB 4.7 4 1.4 

 

Table  4. Performance of file (MB) size with Time 

 

 

 
 

Fig. 5 Performance evaluation of file (MB) size with Time 

 

 

VI. Conclusion 

 

In this paper propose a mechanism for cloud computing. In cloud users transfer their files and additionally access files 

from cloud .So theme provides associate economical secret writing theme for security knowledge of information hold on 

cloud so economical access policy on data files. In public-key cryptography, by mistreatment receiver's public-key, 

message is encrypted for explicit receiver. If user's attributes satisfy the policy of the several ciphers texts then user are 

going to be ready to rewrite cipher text.  
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