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Abstract — Time-critical wireless applications in rising network systems, like e-healthcare and good grids, are drawing 

increasing attention in each business and academe. The published nature of wireless channels inescapably exposes such 

applications to jam attacks. However, existing ways to characterize and discover jam attacks can't be applied on to time-

critical networks, whose communication traffic model differs from typical models. During this paper we recommend a 

replacement category of anti-jamming issues wherever the kind of intelligence related to a jam attack is unknown. 

Specifically, we tend to take into account a haul wherever the nodes of a peer-to-peer network don't recognize whether or 

not the network is vulnerable by a random sender (which can be thought of as a natural background noise), or Associate 

in Nursing intelligent one (i.e., the sender World Health Organization will adapt his strategy supported information 

gained throughout attacks). The goal of the nodes is to spot the kind of the attack supported information obtained from 

the attack in previous time slots, and thereby to scale back the potency of the jam attack. initial we tend to model the 

matter as a Bayesian game for one interval attack, and scale back it to the answer of twin applied math (LP) issues. 
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I. INTRODUCTION 

 

Mobile spontaneous network (MANET) falls within the class of wireless spontaneous network, and could be a self-

configuring network. Every device is liberated to move severally in any direction, and therefore can modification its link 

with different devices oft. every node should forward traffic that isn't associated with its own use, and thus be each a 

router and a receiver. This feature additionally comes with a significant downside from the safety purpose of read. 

Certainly, the above-named applications impose some severe constraints on the safety of the configuration, routing, and 

information traffic. For instance, the existence and collaboration of malicious nodes within the network could disturb the 

routing method, resulting in a faulty of the network operations. The safety of MANETs deals with hindrance and 

detection ways to struggle individual misbehaving nodes. With relevancy the effectiveness of those ways becomes weak 

once multiple malicious nodes conspire along to initiate a cooperative attack, which might result to additional stunning 

damages to the network. These networks are extremely liable to routing attacks like blackhole and grayhole (known as 

variants of blackhole attacks). 

  

II. LITERATURE SURVEY 

 

1. Paper Name: Peer-to-peer group k-nearest neighbor’s in mobile ad hoc networks 

Authors: T.P. Nghiem, D. Green, and D. Taniar 

 

Description: The increasing use of location-based services has raised several problems with call support and resource 

allocation. an important downside is the way to solve queries of cluster k-Nearest Neighbor (GkNN). A typical example 

of a GkNN question is finding one or several nearest meeting places for a bunch of individuals. Existing strategies 

largely have confidence a centralized base station. However, mobile P2P systems provide several advantages, as well as 

organization, fault-tolerance and load-balancing. during this study, we have a tendency to propose and valuate a unique 

P2P formula specializing in GkNN queries, within which mobile question objects and static objects of interest square 

measure of 2 totally different classes. The formula is evaluated within the MiXiM simulation framework with each real 

and artificial datasets. The results show the sensible feasibleness of the P2P approach for determination GkNN queries 

for mobile networks 
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2. Paper Name: Incorporating attack-type uncertainty into network protection 

Authors: A. Garnaev, M. Baykal-Gursoy, and H.V. Poor  

 

Description: Network security against potential attacks involves creating selections below uncertainty. Not solely might 

one be blind to the place, the power, or the time of potential attacks, one might also be for the most part blind to the 

attacker's purpose. for example this development, this paper proposes a straightforward theorem game-theoretic model 

of allocating defensive (scanning) effort among nodes of a network during which a network's defender doesn't 

apprehend the adversary's motivation for intrusive on the network, e.g., to bring the top injury to the network (for 

example, to steal master-card numbers or data on bank accounts hold on there) or to infiltrate the network for alternative 

functions (for example, to corrupt nodes for an additional distributed denial of service botnet attack on servers). 

 

3. Paper Name: Jamming Games for Power Controlled Medium Access with Dynamic Traffic  

Authors: Yalin Evren Sagduyu, Randall A. Berry, Anthony Ephremides 

 

Description: Due to the printed nature of the wireless medium, wireless networks are extremely liable to ECM attacks. 

Such attacks are typically studied in a very game supposed framework underneath the belief of uninterrupted traffic 

subject to continuous ECM opportunities. Instead, we have a tendency to analyze the impact of dynamically dynamic 

traffic on ECM games for power controlled medium access. Random packet arrivals raise the chance that the transmitter 

queues is also empty once ECM attacks begin and therefore waste the energy of jammers. We have a tendency to think 

about a non-cooperative game within which transmitters and jammers choose their transmission power to balance the 

transmission price subject to delay and energy constraints. We have a tendency to show that jammers incur a major 

performance loss once they don't have information of transmitter queue states. Dynamic traffic will increase the 

immunity to ECM attacks and provides insights into defense mechanisms 

 

4. Paper Name: Game Theory Meets Network Security and Privacy 

Authors: Mohammad Hossein Manshaei, Quanyan Zhu, Tansu Alpcan, Tamer Basar, Jean-Pierre Hubaux 

 

Description: This survey provides a structured and comprehensive summary of analysis on security and privacy 

in pc and communication networks that uses game-theoretic approaches. We have a tendency to gift a selected set of 

works to spotlight the appliance of scientific theory in addressing different forms of security and privacy issues in pc 

networks and mobile applications. We have a tendency to organize the conferred works in six main categories: security 

of the physical and mack layers, security of self-organizing networks, intrusion detection systems, namelessness and 

privacy, political economy of network security, and cryptography 

 

5.  Name: Security in mobile ad hoc networks: Challenges and solutions 

Authors: Yang, H Luo, H YYe, F Lu, S W,Zhang, L 

 

Description: Security has become a primary concern so as to supply protected communication between mobile nodes in 

exceedingly hostile surroundings. Not like the wire line networks, the distinctive characteristics of mobile unplanned 

networks cause variety of nontrivial challenges to security style, like open peer-to-peer specification, shared wireless 

medium, rigorous resource constraints, and highly dynamic topology. These challenges clearly build a case for building 

multi fence security solutions that come through each broad protection and fascinating network performance. In this 

article we have a tendency to specialize in the basic security downside of protective the multi hop network property 

between mobile nodes in an exceedingly Eduard Manet.  

 

III. PROPOSED WORK 

 

We are developing gambling primarily based model to derive the message annulment quantitative relation of the time-

critical application beneath electronic jamming attacks. We have a tendency to come upon period of time experiments to 

validate our research and more measure the impact of electronic jamming attacks on an experimental power station 

network. Supported our theoretical and experimental results. We style and implement the system named anti jamming on 

Estimation to realize economical and reliable jamming detection for power networks. 
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Advantages 

The system achieves economical and sturdy jam detection for power networks. 

This system is reliable. 

It is additional acceptable than typical performance metrics for time-critical applications. 

 

IV. SYSTEM ARCHITECTURE 

 

 

Description 

The sender sends a message to system and get a acknowledge from system. The timer can give a maximum time 

otherwise it will turn off. The receiver receives the message and it gives back to a acknowledgment. The ant jamming 

system test can also perform for detect the maximum times of jamming.  

 

V. PROJECT RELATED WORK 

 

The exiting detectors may not be directly used in power system. The motivated to design a new jamming detection in 

power system as well as to shorten the decision time, compared with existing methods. The JADE is as fellow, first ad-

hoc or sensor networks where network parameters for a node are usually considered unknown. Therefore, jamming 

detection to accommodate changes of network setups and topologies. The nodes in power network are usually static and 

have already predictable traffic. The profiling can be done during the network initialization or maintenance period, 

thereby shortening the decision time. Second, the goal of both reactive and non-reactive jammers is to disrupt the 

message delivery by jamming packets. Thus, for any jammer, despite its jamming behavior, there always exists a 

jamming-induced probability, denoting the probability that a packet will be disrupted by jamming. 

 

VI. MATHEMATICAL MODEL 

 

Let W be the whole system which consists: 

 

W = {input, process, output}. 

 

Input: {p, N, F,}. 

 

Where, 

1. p probability of jamming.  

2. N is number of samples taken for estimation. 

3. F is the frequency of number of jamming events. 

Process: 

We implement the anti-jamming system that periodically transmits raw data samples at the rate of 

920Hz. Our system observes the transmission result of each data sample and estimates the jamming probability 

p` by 

P`  
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Where N is the number of observations jamming attacks in the network, and Fi denotes the event that the i-th 

transmission fails. 

 

After the estimation in, the anti-jamming raises a jamming alarm if p` > p∗.  

 

VII. CONCLUSION AND FUTURE SCOPE 

 

In this paper, we tend to provide an in-depth study on the impact of electronic jamming attacks against time-critical 

sensible grid applications by theoretical modeling and system experiments. We tend to introduce a metric, message 

breakup magnitude relation, to quantify the impact of electronic jamming attacks. We tend to showed via each analytical 

analysis and time period experiments that there exist action phenomena in time-critical applications underneath a range 

of electronic jamming attacks. To support our analysis and experiments, we tend to designed the opposing -system to 

realize economical and strong electronic jamming detection for power networks. 
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